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2026 survey of collaborative analytics platforms to tackle fraud
Overview

The FFIS survey provides a large amount of
reference information on fraud-risk platforms
,s around the world:

Fraud-risk information-sharing platforms covered in this report

*  Objectives

*  Membership (Sector breadth)

» Information sharing type or capabilities
* Legal basis

* Performance

» Data management

» Data governance

» Data elements shared

*  Frequency of data sharing

»  Privacy enhancing technology used
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Recognising the diversity of data categories and types...

Strategic information Operational data

Category 1 Category 2 Category 3 Category 4
Strategic information Cyber, telephony or Virtual asset domain Operational financial
sharing (neither personal device operational data payment data transaction, account and
data nor case specific sharing customer subject data

information is disclosed)

Increasing level of sensitivity in terms of typical data protection requirements
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Surveying the benefits of collaborative analytics

* £2.4bn in the fraud losses prevented in 2025 through the Cifas platform, based on a member survey. [Cifas UK]

* 66 prosecutions and HKD1,800m assets restrained or confiscated. [Supported by the Hong Kong Fraud and Money
Laundering Intelligence Taskforce]

«  Over 167,000 mule accounts identified, USD$7.6m of victim funds earmarked for recovery in the period from 1 April to 31
December 2024, relating to over 28,000 fraud money mule dispersals of stolen funds traced with an average turnaround
time for incident response reducing from weeks to 4 hrs. [Malaysia Paynet — National Fraud Portal, powered by FNA]

* Recovered or blocked funds relevant to fraud increased 8x to EUR 39.7m from 2022 to 2025 inclusive (from EUR 5.0m in
2022). [Lithuania AML Centre of Excellence]

« Alaw enforcement agency was able to freeze approximately USD$34m when the Beacon Network shared alerts covering
suspect funds crossing a virtual asset bridge in real time and the counterparty was able to freeze those assets on the other
side of the bridge. A bridge API protocol has been developed and blocked 100% of attempts from flagged scam addresses.
[Beacon Network]

* An average of 4 additional subjects of interest (previously unknown to law enforcement and participating financial
institutions) are identified for every subject of interest shared by law enforcement agencies through a U.S. model of financial
information sharing. [Joint Investigations by Group of Major U.S. Financial Institutions under 314(b)]

* 25% drop in false positives and a 250% improvement in wire fraud detection by value through a proof of concept with a
Tier 1 US bank. [Nasdaq Verafin — Payments Fraud]

* An average of 1,000 money mules identified per month. [FraudDfense (Spain)]

*  Synectics Solutions report fraud losses prevented in the UK amounting to over £9bn since 2019 through normal business
operations. [Synectics Solutions]

* A merchant acquirer verified a 27% improvement in payment acceptance rates and a 5% boost to existing fraud detection
through the addition of Feedzai |Q federated learning. [Feedzai 1Q]

+ 97,000 bank accounts frozen and more than SGD$734m recovered to victims (between June 2019 and June 2025). In
2025 alone, more than 115,800 mobile lines, more than 87,700 WhatsApp lines, more than 48,800 online monikers and
advertisements, and more than 76,000 websites through collaborative intervention between law enforcement and the private
sector in Singapore. [Singapore Anti-Scam Centre]

* 26,000 individuals exposed to scams, either because they were experiencing or at-risk of a known scam communication,
were sent preventative automated SMS alerts, across six preventative operations, averting over SGD$267.5m of potential
losses in 2025. [Singapore Anti-Scam Command ‘Automation of Scam-fighting Tactics & Reaching Out’ (A.S.T.R.O.)]

+ 5,000 web domains and 50,000 accounts were taken down in a 24-hour period after being linked to a scam network
through a pilot cooperation facilitated by the Global Signal Exchange between the UK National Crime Agency and Google.
Further law enforcement international cooperation led to dozens of criminal referrals in West Africa. [Global Signal Exchange
and the UK National Economic Crime Centre]

+ 3,000 Meta account profiles, groups and pages linked to a money-mule operation were removed by Meta after the
Australian Financial Crimes Exchange (AFCX) communicated just five Facebook groups trading bank accounts linked to
fraud and scam attacks. [Australian Financial Crimes Exchange (AFCX) / Meta Fraud Intelligence Reciprocal Exchange
(FIRE)]

The results reported above are subject to the following caveats: (a) Different platforms may use different methods to generate metrics that have the same or similar-
sounding name; (b) objectives, capabilities and resources vary from one platform to another, meaning that results cannot be compared one-to-one; (c) all results are self-
reported. FFIS sought clarification on the method used to compute metrics where appropriate, but did not have access to the underlying data.

Measuring the effectiveness of anti-scam collaboration platforms is challenging for several reasons:

Effectiveness assumes a clearly defined objective. Yet, anti-scam platforms may pursue multiple objectives, including the identification of threats, the reduction in
threats, disruption of criminal groups, the recovery of assets and/or the prevention of new fraud cases, etc.

Where the focus is on prevention, assessing effectiveness requires estimating outcomes that did not occur. Such estimates depend on assumptions that may be
difficult to validate and require expert judgment, which can affect the comparability of estimates.

As in other areas of financial crime, accurate data on fraud levels is difficult to obtain, due to under-reporting, under-detection and variations in terminology.
Outcomes may be tracked by individual platform participants, but not consolidated centrally or known to the platform.

Many platforms were established recently, limiting the availability of historic data.

Where a decrease in fraud levels is observed following the adoption of multiple interventions, isolating the contribution of a single intervention is challenging.

Notwithstanding these challenges, surveyed platforms reported multiple metrics that
they track to assess performance. As summarised below, these metrics can be Metric type Definition
grouped into three categories:

Operational process
metrics (outputs)

. Approximately 20% of platforms surveyed track only operational metrics at this
stage, though some indicated plans to add outcome metrics;

. Approximately 50% of platforms track outcome metrics (usually in combination
with operational metrics);

o Approximately 25% of platforms track or are developing impact metrics; Impact metrics
. The remaining platforms did not report performance metrics.

Outcome metrics




A clear perceived need to enhance cross-border fraud risk information
sharing, from the perspective of surveyed platforms

Importance of international cooperation

‘In your opinion, how important is cross-border risk information sharing in terms of tackling fraud and scam
threats?’ (34 respondents)

Mot sure

Very important / Essential
Important

Somewhat important

Not important

... but a very limited state of cross-border fraud risk information
sharing at the present time

Status of international cooperation

To what extent does your platform engage in international cooperation with foreign anti-scam or anti-fraud
platforms?’ (31 respondents)

Limited to no significant Best-practice sharing Data sharing related to risk Data sharing related to Co-development of trend
international cooperation or  through regular dialogue  scores and non-personal  personal data with foreign analysis with foreign
data sharing with foreign platforms  datawith foreign platforms platforms platforms




A menu of options for developing fraud risk information sharing
platforms (at the domestic level)

Domestic information-sharing capabilities — Menu of options With adequate support from public sector authorities, including in terms of:

In line with overall strategic objectives to enhance detection, disruption and prevention of fraud...

Policy-maker and law enforcement engagement

to leverage the power of private-sector data sharing within an overall public-
encompasses: victim reporting and support; law enforcement orders for asset restraint and/or account
freezing; asset recovery; arrests and prosecutions for perpetrators; preventative communication to at-risk
potential victims.

Payment System Regulators / Central Banks
to ensure that payment systems include the appropriate information-sharing and fraud-risk detection and
restraint capabilities.

(Fraud and AML) supervisors
to build clear incentives or obligations for requlated entities to engage in information sharing to protect the
regulated community (and wider society) from the identified risks.

. . Agencies responsible for public communication
ial media, online dating or 8

to devise, lead and disseminate citizen awareness campaigns in partnership with industry sectors.

Data protection
to establish a ‘whole of government’ approach to the anti-fraud measures, including with data protection
authorities driving clarity on the appropriate scope of information sharing activity permitted under relevant
laws and supporting innovation with guidance (not just punitive sanctions).

Policy recommendations as a call to action for the Financial Action
Taskforce to enhance the cross-border legal environment

1. Take on ownership and accountability at the international level for standards development,
implementation and good-practice sharing to enhance cross-border fraud-risk cooperation.

2. Develop clear inter-governmental guidance on the legal basis and appropriate safeguards for sharing
fraud-risk information across borders.

3. Work with national authorities to develop legal safe harbours (from civil liability) for private sector
entities to send, receive, and act on the cross-border fraud-risk information received.

4. Ensure that there is legal authority for relevant private sector entities to restrain funds based on fraud-
risk information received, with enough time for public sector authorities to investigate.

5. Improve channels and clarity for sharing of information between different actors of the payment chain,
including between traditional and virtual payment stakeholders, as well as between national and
international payment market infrastructures.

6. Drive best-practice adoption in terms of inter-sectoral information sharing between financial and
payment services, technology companies, social media, telecommunications and Al model firms.

7. Establish international protocols on key data fields and attributes relevant for cross-border fraud-risk
information sharing, leveraging the ISO 20022 payments data schema and learning from the
experiences of national fraud information-sharing initiatives.

8. Facilitate inter-governmental and inter-private sector cooperation to improve data collection on the
scale of international money laundering networks in connection to fraud.

Download the full report at www.future-fis.com

Supporters of the FFIS ‘Cross-border collaboration to fight fraud’ research project
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