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additional survey responses and updates submitted in Q1 2026. Statistics relating to platforms are referenced
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leadership figures from a large range of anti-fraud collaborative analytics platforms from around the world to discuss how to
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e UK National Economic Crime Centre (UK NECC)
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e Roseman Labs Fraud Label and Money Mule Detection

e Bank of Thailand / Thai Bankers’ Association Central Fraud Register

e (Central Bank of Brazil anti-fraud database for the instant payment system Pix
e Meta Fraud Intelligence Reciprocal Exchange (FIRE)
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Partially/Fully Homomorphic Encryption (P/F)HE
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Trusted Execution Environments TEE
Zero Knowledge Proofs ZKP
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|. Executive Summary

In March 2026, the Future of Financial Intelligence Sharing (FFIS) research programme convened leadership
figures representing fraud-risk information-sharing platforms from across the world at the 2026 Conference
of Partnerships’in Vienna, ahead of the ‘2026 Global Fraud Summit'. This survey is intended to support those
fraud prevention leaders and the wider policy-making, supervisory and private-sector community involved
the fight against fraud through information sharing and collaboration.

In 2026 we can observe a wide range of examples of industry innovation and policy reform in different parts
of the world, developing in distinct ways, to respond to fraud and scam threats. Information sharing is a key
component of those efforts, but innovation in this field is taking many forms and the nature of the
information sharing —including what data is shared, what type of entities are involved in information-sharing,
with what output and for what purpose — differs considerably from one platform to another.

This report provides a reference resource to better understand the advances in fraud-risk information
sharing around the world and to share good-practice innovation; particularly as it pertains to public-private
partnerships and private-to-private information sharing. The report covers 37 different platforms and
partnerships, including law-enforcement centric ‘anti-scam centers’; for-profit platforms; non-profit utilities;
payment market infrastructure capabilities or other initiatives established by banking associations or other
industry groups.

Our focus in this report is to examine information-sharing platforms and partnerships relevant to protecting
financial and payments sectors, but we recognise the need for a wider community of telecommunications,
social media and other technology private sector entities to be part of an information-sharing eco-system.
Indeed, in this report we highlight activity at the forefront of such innovation where platforms allow for risk
information to be shared between that wider range of business sectors.

There is clear international policy attention on the need to enhance the response to scams and fraud. In
addition to the Conference of Partnerships and Global Fraud Summit; the Financial Action Task Force (FATF)
is currently developing guidance on how information sharing can support the safety and transparency of
cross-border payments and the G20 is prioritising cross-border cooperation to tackle fraud.

However, at the present time, there are no international standards with regard to how countries develop
their policy and operational response to fraud and scam threats and, therefore, countries have established
a wide diversity of approaches. Information-sharing platforms related to financial data are typically domestic
in orientation and there is only very limited cross-border fraud-risk information sharing taking place. There
is no common international framework for how fraud-risk data is classified and no common international
understanding of the legal basis for how such information should be shared across borders and between
fraud-risk platforms.

As information-sharing platforms develop around the world, we face a challenge that these centres of insight
into fraud risk may develop in silos and be disconnected from one another, undermining the opportunity for
cross-border threats to be discovered and negated.

This survey shows that the two most commonly reported priority challenges by platform leaders that ‘affect,
or are at risk of affecting, the effectiveness of anti-scam and anti-fraud efforts within [their] platform’ are:

e Theincreased speed and diversity of domestic and cross-border payments; and

e The lack of cross-border information-sharing.



Our report highlights that almost all of the surveyed platforms perceive cross-border fraud-risk information
sharing as ‘very important or essential’ to tackle fraud and scam threats (91%), however the extent of cross-
border fraud-risk information sharing is low. Most commonly, surveyed fraud-risk platforms report ‘no
significant international cooperation or data sharing with foreign anti-scam or anti-fraud platforms’.

There is a need for policy makers and industry leaders to develop more effective cross-border, cross-payment
channel and cross-sector responses to fraud threats. It is untenable to continue in a framework where fraud
risk is being discovered by one group, in one jurisdiction, but that information is not allowed to be shared to
protect a wider community exposed to the same harm.

In this report, we recommend that FATF take a leadership role to establish the policy framework to enhance
cross-border cooperation to tackle fraud and better connect national information-sharing platforms.

The starting point for policy action should be a clear assessment of the nature of fraud and scam threats, an
examination of the role of existing information-sharing platforms and a robust understanding of what data
is proportionate and effective to be shared.

We intend that this report provides a contribution to that research requirement and supports both industry
and policy action to develop a more effective cross-border framework for protecting citizens and businesses
against fraud and scam threats and to underpin the integrity of cross-border payments.

This report can help support those building a network or community of fraud-risk information sharing at the
domestic level, but — crucially — we aim to assist those who wish to be part of a ‘network of networks’ to help
respond to the fraud and scam threats we collectively face across borders.

Fraud-risk information-sharing platforms covered in this report

Africa i Europe (ex UK) or | North America Oceania United Kingdom
intra-EU

1 4 3 5 4 5

Cross-border Domestl'c deponmt'ents in
multiple countries

7/ 4 4




Key outcome and impact statistics

£2.4bn in the fraud losses prevented in 2025 through the Cifas platform, based on a member
survey. [Cifas UK]

66 prosecutions involving 195 defendants and HKD1,800mM assets restrained

or confiscated. [Supported by the Hong Kong Fraud and Money Laundering Intelligence
Taskforce]

over 167,000 mule accounts identified, USD$7.6 M of victim funds

earmarked for recovery in the period from 1 April to 31 December 2024, relating to over 28,000
fraud money mule dispersals of stolen funds traced with an average turnaround time for incident
response reducing from weeks to 4 hrs. [Malaysia Paynet National Fraud Portal, powered by FNA]

Recovered or blocked funds relevant to fraud increased 8X to EUR 39.7m from 2022 to
2025 inclusive (from EUR 5.0m in 2022). [Lithuania AML Centre of Excellence]

A law enforcement agency was able to freeze approximately USD$34m when the Beacon

Network shared alerts covering suspect funds crossing a virtual asset bridge in real time and the
counterparty was able to freeze those assets on the other side of the bridge. A bridge API
protocol has been developed and blocked 100% of attempts from flagged scam addresses.
[Beacon Network]

An average of4 additional su bjECtS of interest (previously unknown to law

enforcement and participating financial institutions) are identified for every subject of interest
shared by law enforcement agencies through a U.S. model of financial information sharing. [Joint
Investigations by Group of Major U.S. Financial Institutions under 314(b)]

25% drop in false positives and 2 250% improvement in wire

fraud detection by value through a proof of concept with a Tier 1 US bank. [Nasdaq Verafin —
Payments Fraud]

An average of 1,000 money mules identified per month. [FraudDfense (Spain)]

Over £9bn of fraud losses prevented in the UK through Synectics Solutions since 2019.
[Synectics Solutions]

A merchant acquirer verified a 27% improvement in payment acceptance rates and

a 5% boost to existing fraud detection through the addition of Feedzai 1Q federated learning.
[Feedzai 1Q]
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Over £112m in annual losses can be prevented in the uk Faster

Payments System, according to a proof of concept that tested how Al, combined with syndicated
and onboarding data, could detect authorised push payment fraud earlier and reduce losses
without adding friction. The pilot identified opportunities to prevent in the UK faster payments
system, with a 5:1 false positive rate and 68% efficiency gain with 98.8% safe approvals.
[Synectics Solutions / Pay.UK]

97,000 bank accounts frozen and more than SGD$734m recovered

to victims (between June 2019 and June 2025). In 2025 alone, more than 115,800 mobile lines,
more than 87,700 WhatsApp lines, more than 48,800 online monikers and advertisements, and
more than 76,000 websites through collaborative intervention between law enforcement and
the private sector in Singapore. [Singapore Anti-Scam Centre]

26,000 individuals exposed to scams, cither because they were

experiencing or at-risk of a known scam communication, were sent preventative automated SMS
alerts, across six preventative operations, averting over SGD$267.5m of potential losses in 2025.
[Singapore Anti-Scam Command ‘Automation of Scam-fighting Tactics & Reaching Out’
(A.S.T.R.O.)]

5,000 web domains and 50,000 accounts were taken down in a 24-

hour period after being linked to a scam network through a pilot cooperation facilitated by the
Global Signal Exchange between the UK National Crime Agency and Google. Further law
enforcement international cooperation led to dozens of criminal referrals in West Africa. [Global
Signal Exchange and the UK National Economic Crime Centre]

~3,000 Meta account profiles, groups and pages linked to a

money-mule operation were removed by Meta after the Australian Financial Crimes Exchange
(AFCX) communicated just five Facebook groups trading bank accounts linked to fraud and scam
attacks. [Australian Financial Crimes Exchange (AFCX) / Meta Fraud Intelligence Reciprocal
Exchange (FIRE)]

An a"egEd scam centre was dismantled i Nigeria following a joint

operation between the UK National Crime Agency and Nigerian police in January 2026, aided
with intelligence provided by Meta. Police enquiries identified that this centre was conducting a
range of operations including investment fraud, romance fraud and financially motivated sexual
extortion targeting the UK and US. [UK National Economic Crime Centre / Meta]

2,100 SUbjectS arrestEd and approximately SG D$28.2m SEiZEd from

over 36,000 frozen bank accounts, across 13 jurisdictions cooperating through the ‘FRONTIER+ network
of anti-scam centres in two different operations in 2025. [Singapore Police Force / FRONTIER + Network
of Anti-Scam Centres]



Il. Introduction and context to the FFIS survey

A. The scale of the threat

Fraud and scam activity continues to escalate globally, both in volume and sophistication. The rise of real-
time payments and new digital channels has brought benefits for consumers and businesses, but they have
also created new vulnerabilities for authorised and unauthorised payment fraud, impersonation scams,
investment fraud and other typologies of scams and fraud.

In the UK alone, fraud losses were estimated at GBP£1.17bn for 2024.* The Nasdaq Verafin ‘2026 Global
Financial Crime Report’ estimate that losses from fraud scams and bank fraud schemes totalled USDS 579.4
billion in losses globally in 2025, representing 9.2% annualised growth rate since 2023.% The Global Anti-Scam
Alliance (GASA) 2025 ‘State of Global Scams’ report puts forward an estimate of USD$442bn for worldwide
losses from consumer scams in a 12 month period.?

The GASA survey highlights the following countries as having the highest average loss per scam event:

Table 1 — Countries with highest average losses per scam event in USD?

Average losses per Average losses per
Countr Countr
scam event B scam event

1 Austria $2,885.10 6 New Zealand $1,915.06
2 Saudi Arabia $2,511.12 7 Canada $1,647.81
3 Australia $2,384.00 8 United Kingdom $1,137.44
4 Belgium $2,218.57 9 Switzerland $1,090.97
5 Singapore $2,132.06 10 United States $1,086.68

According to the same report, while the average loss per scam is higher in developed countries, developing
countries tend to have a higher proportion of their GDP lost to consumer scams:

Table 2 — Countries with losses as a proportion of GDP

ot Total losses
y as a % of GDP

r— Total losses
y as a % of GDP

1 Nigeria 11.3% 6 Argentina 1.4%
2 Kenya 10.9% 7 India 1.3%
3 Pakistan 2.5% 8 Philippines 1.0%
4 Malaysia 2.1% 9 Brazil 0.8%
5 Saudi Arabia 1.7% 10 Belgium 0.9%

According to the GASA report, 70% of adults globally have been exposed to a scam in the last 12 months,
with South America, Africa, Australasia and North America reporting the highest exposure to scam attacks.

1 UK Finance (2025) ‘Annual Fraud Report 2025’, p. 12. https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/annual-fraud-

report-2025
2 Nasdaq Verafin (2026) ‘2026 Global Financial Crime Report’. https://www.nasdaq.com/global-financial-crime-report

3 GASA (2025) ‘Global State of Scams —2025’. https://www.gasa.org/research
4 Ibid
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B. The need for information sharing to respond to the threats

In response to this threat, authorities and the private sector in most jurisdictions have sought to increase the
resilience of their payment and financial systems to fraud and scams. Measures such as confirmation-of-
payee systems have been developed by payment system operators, victim reporting frameworks have been
established and reimbursement schemes have been implemented in various countries.> Of particular note,
various countries have developed platforms to allow for a range of information-sharing capabilities, including
to allow for messaging on fraud cases, joint fraud investigations or the sharing of adverse incident lists.

Information sharing to detect or disrupt fraud can take a wide range of forms and involve different public
sector organisations, private sector entities and civil society, as identified below:

Table 3 — Types of organisations participating in information-sharing initiatives

Public sector Private sector .. .
. .. . .. Civil society
Organisations Organisations
e Government institutions e Telecommunications service e Non-Government
responsible for policy providers Organisations (including

development, e.g. finance and
interior departments

victim support and consumer

e Technology platforms, internet
advocacy organisations)

search, hosting and social media

e Law enforcement and wider communication companies e Research and policy

criminal justice authorities e Artificial intelligence firms institutions
* Government financial intelligence o  Financial institutions and e Academia

units (FIUs) payment service providers e The public at large affected
e Central banks and payment system 4  v/irtyal asset service providers by fraud attacks

designers, regulators and ) ) )

e  Banking or wider business
operators.

associations

e Anti-money laundering regulators
v gree e Industry / trade associations

e  Consumer protection agencies

e Data protection authorities

Such information sharing can take a number of forms (considering both inputs and outputs), including:

e Sharing of strategic information to identify current or emerging trends and typologies;
e Sharing models and statistical information to illuminate areas of risk
e Sharing of operational information linked to known fraud risk;

e Sharing of transaction, account or subject information, including personal or sensitive data and
intelligence, in order to find previously unidentified threats by ‘joining the picture together’;

e Jointinvestigations;
e Joint preventative measures or education initiatives; and

e Sharing access or co-development of technical resources and tools.

Such information sharing platforms may involve only private sector entities, or they could involve only public
sector entities or they might be public-private partnerships. In the private sector, such platforms can be
focused on members of one business or financial sector or can be cross-sector in nature.

5 World Bank (2023) ‘Fraud Risks in Fast Payments’. https://fastpayments.worldbank.org/sites/default/files/2023-
10/Fraud%20in%20Fast%20Payments_Final.pdf
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C. Understanding the fraud kill chain

In this report, we follow the definitional and typological framework set out by the Fraud Kill Chain initiative
(fraudkillchain.com). The Fraud Kill Chain is a framework that maps out a wide range of fraud attack
techniques and aims to standardise definitions across different phases of an attack, from preparation to post-
fraud money laundering. Within this framework, the term ‘scam’ is understood as falling within an overall
umbrella term of fraud.

At the most basic level, this approach sets out three stages of a fraud attack lifecycle:

e Initiation: The preparation and initial activities a threat actor performs to begin execution to
achieve their attack or event goals.
e Execution: The core activities performed by a threat actor to achieve the economic crime.

e Extraction: Actions taken by the attackers to obtain the results or financial benefits of the
economic crime.

Figure 1 — Fraud Kill Chain Lifecycle Stages and Phases of attack®

4 Resource Psychological Decepfive Credential
m _ - -
Authorisation

Money
w Funds transfer

Multiple phases of attack can be expanded under each of the three stages of the fraud attack lifecycle and,
under each phase, a large number of potential fraud attack tactics, techniques and procedures (TTPs) have
been identified, defined and coded under the fraud kill chain initiative. The graphic and table below set out
10 phases within the lifecycle.

There is no universal common taxonomy or descriptive framework for fraud/scam attacks and associated
money laundering. The drive towards a common fraud taxonomy across business sectors and internationally
is discussed later in this report.

6 See Fraud Kill Chain (2025) https://www.fraudkillchain.com/
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Table 4 — Examples of attack techniques within the phases of the fraud kill chain

Phase of the fraud kill chain | Fraud attack tactics, techniques and procedures (TTPs)

SMS intercept; use of bots; malware; scraping of personal information (including
Reconnaissance use of public domain information or compromised information available on the
dark web).

Acquiring and compromise infrastructure; developing social network accounts;
Resource development compromising ATMs; malvertising; app repackaging; inserting malware; supply
chain compromise; hosting services; money mule recruitment.

Romance scam development; impersonation; accessibility permissions; fake
loan requests; fake loyalty programs; official phone number spoofing; profitable

Psychological manipulation propositions; requesting or compromising employee credentials; employee
impersonation; account detail changes; branded resources; website link
redirects; prepaid reservations.

Phishing; spearphishing; smishing; vishing; social media; message; scam ads;
Deceptive communications fake support; fake call centres; fake (merchant) websites; fake apps; fake
invoices.

Keyloggers; screen Capture; SMS intercept; card dump captures; theft of card;
Credential compromise session cookie capture; HTTPs intercept; illegal access to database; password
stealers; phone number disclosure; man in the middle; fake forms.

Device compromise; corrupted insiders; cloned devices; brute force; session

Account access . . .
hijack; remote access; virtual machines.

Location spoofing; use of virtual phones; generative Al, voice changers; page
Authorisation compromise overlays; fake extensions; two factor authentication (2FA) compromise;
malware; caller ID spoofing; business email compromise

Victim transfer; account takeover; peer to peer transfers; imposter QR; NFC
Fraud event payments; stolen card use; network interception; bonus withdrawal; ATM
jackpotting; shipping redirect.

Payments from mule account; payment to mule account; cashout; subscriptions;

Funds t f
unds transter ATM withdrawal; gift Cards; NFC Relay (Token Relay); crypto asset purchase.

Utilising money mule networks; resale of goods; crypto mixers among many

L e (U e laundering techniques.

For more details on the respective definitions and broader framework please visit fraudkillchain.com
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D. Understanding how private sectors are exposed and involved at
different stages of the fraud kill chain

Almost all individual TTPs nested under the fraud kill chain phases could benefit from private sector
information sharing to detect or prevent those TTPs.

Different business sectors are relevant, to different degrees, in terms of preventative or investigative action
at different stages of the kill chain and with respect to different types of fraud attack.

In general, technology, social media and telecommunication sectors are more relevant at initiation and
execution stages. Financial and payment sectors are more affected in the later stages of execution and
extraction. As such, technology, social media and telecommunications companies may have capabilities to
address an ‘upstream’ element; such as fraudulent advertising. Financial institutions have capabilities to
address ‘downstream’ elements such as money laundering. However, it is important to note that often it is
the financial and payment sector who receive reports of fraud and scams from a victim’ and, accordingly, it
is typically at this stage where there can be confirmation that a fraudulent event has taken place.

As such, inter-sectoral information sharing is critical within the private sector to allow for intelligence and
risk awareness across the fraud lifecycle to be shared.

Figure 2 — Sectors most relevant to detect and prevent fraud at difference stages of the fraud kill chain

Sectors most relevant to detect
and prevent the attack

Stage of a fraud chain

Key fraud prevention activities

Public communication and awareness

Social media / technology campaigns
Initiation companies and
telecommunication Takedown of fraudulent websites,

social media accounts, phone numbers

Consumer warnings
Two factor authentication

Confirmation/Verification of Payee

Execution . .
Pre-payment risk scoring (sender and

receiver)

Confirmed fraud incident databases

Money mule network tracing and

. . detection
Financial, payments and

Extraction . . L .
insurance sectors Anti-money laundering investigations

Asset restraint and recovery

7 GASA (2025) ‘Global State of Scams —2025’. https://www.gasa.org/research
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E. The focus of this report within the fraud kill chain

In this report, our focus is on the growing and diverse field of innovation related to how payment and
financial services private sector entities share fraud-risk information with one another through financial
information-sharing partnerships (FISPs).

Data held within technology or telecommunications private sectors or in the public sector is in scope of our
study only when it is relevant to, or transferred to, financial sector or payment entities in an anti-fraud FISP.

While telecommunications data and technology/social media company data are crucial for an integrated
approach to scams and fraud, in this study we are focused on the extent to which data can be shared to
protect the integrity of a payment process from fraud or scam attacks and enable the recovery of funds.

Notwithstanding the obvious need to support preventative measures at the initiation stages and the need
for more effective private sector information sharing across the fraud lifecycle, this survey is therefore
relatively focused on innovation and information sharing at the execution and extraction stages of threats.

Ideally, a cross-sector information-sharing model that ensures that fraud-risk information after an attack
(most likely observed by financial or payment entities or public authorities) can then be shared back by
financial or payment entities to technology or social media companies, who can then take action against TTPs
associated to those attacks at the earlier stages.

Itis alsoimportant to appreciate the limits to what preventative action (within the private sector) can achieve
at the execution and extraction stages. Perpetrators of fraud need to be disrupted and their networks
dismantled through law enforcement action. Stolen funds need to be recovered in order to degrade the
criminal businesses engaged in widespread and systematic fraud TTPs. Dismantlement and disruption of
criminality primarily relies on action by public sector law enforcement authorities. Ongoing preventative
measures in the financial and payment (private) sectors can, at best, keep pace with criminals in an arms
race of responding to attack TTPs with effective preventative measures.

Information-sharing platforms surveyed in this paper can be deployed to support this arms race of
preventative measures. In addition, these platforms can also support the process of developing intelligence
from financial and payments data to support wider disruption activity.

Figure 3 — The relative focus of this study within the fraud kill chain
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m Development Manipulation Compromise

Authorisation
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F. International policy developments relevant to cross-border
payments fraud risk

Rising fraud levels and the growing cross-border nature of scams have spurred efforts at the level of
international policy making to respond to the threats.

The Financial Action Task Force (FATF)

The February 2026 Plenary of the FATF included the endorsement of a paper on ‘Cyber-Enabled Fraud’ and
FATF members committed to support innovative techniques to better prevent fraud, return victims’ money.?
This was followed, in April 2026, by a Ministerial Declaration which stated a determination to “fully deploy
the entire [FATF] toolkit to identify, disrupt and combat the threat of fraud, including payments fraud”.’

At the technical level, the FATF concluded its revision of Recommendation 16 (R16) on ‘Payment
Transparency’ in June 2025, emphasising the importance of tackling fraud and scams in cross-border

payments and recognising that "fraud is now the dominant type of proceeds generating crime globally" *°

Under the revised R16 framework, financial institutions will have a new duty to “make use of new
technologies that protect against fraud and error, such as verification of recipients’ banking information, so
that customers can have peace of mind that their money is going to the right place.” This new verification of
R16 payment transparency information introduces a number of options for financial institutions to
implement alignment checks, including: "post-validation checks, holistic ongoing monitoring, and pre-
validation checks". FATF make clear that "implementing this duty on a cross-border basis will most notably
help respond to the serious and growing threat from fraud".

The final latest implementation date for the new R16 changes is the end of 2030, with FATF expected to
publish comprehensive guidance for implementation in late 2026.

Financial Stability Board (FSB)"!

In December 2024, the FSB published ‘Recommendations to Promote Alignment and Interoperability Across
Data Frameworks Related to Cross-border Payments’. In this report, the FSB explicitly recognised the
importance of data-sharing for fraud and financial crime prevention in order to achieve safe cross-border
payments design (Recommendation 9). Further, the FSB refer to the need for governments to encourage
“technologies that allow for data sharing in protected environments, full payment traceability, improved
customer verification and pre-payment validation, among others.”

The report does not set out details about specific data attributes or fields and their relevance to specific
objectives in financial crime or fraud prevention. However, in Recommendation 9 of the FSB’s paper, the FSB
call on “National authorities [to] provide a clear and reasonable legal pathway for cross-border payments
market participants to transmit across borders data related to payment processing, risk management, or
fraud and financial crime prevention. Where applicable, national authorities should provide alternatives to
requirements to use local computing facilities.”

8 FATF (2026) ‘Cyber-enabled fraud’. https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Methodsandtrends/cyber-enabled-
frauddigitalisation-ml-tf-pf-risks.html

9 See the full Ministerial Declaration here: https://www.fatf-gafi.org/content/dam/fatf-gafi/FATF/Ministerial-Declaration-April-2026.pdf

10 All following quotations in this section refer to FATF (June 2025) ‘Updates Standards on Recommendation 16 on Payment Transparency’.
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/update-Recommendation-16-payment-transparency-june-2025.html

11 All quotations in this section are from Financial Stability Board (2024) ‘Recommendations to Promote Alignment and Interoperability Across Data
Frameworks Related to Cross-border Payments: Final report’ - https://www.fsb.org/2024/12/recommendations-to-promote-alignment-and-
interoperability-across-data-frameworks-related-to-cross-border-payments-final-report/
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European Union (EU)

The European Union is also developing its legislative framework to promote real-time fraud mitigation and
enhanced cooperation among financial institutions. As part of the Regulation on Instant Credit Transfers in
Euro, from October 2025 financial institutions were required to implement verification-of-payee (VoP)
systems. In addition, Article 83 of the EU’s proposed Payment Services Regulation explicitly provides for
information-sharing arrangements mandating that a payment services provider (PSP) shall share fraud-
related data with other participating PSPs when the sending PSP “has sufficient evidence to assume that
there was a fraudulent payment transaction.”*?

In 2026, the European Union is also developing a ‘Fighting online fraud — action plan’*3, which is intended to
improve and better coordinate the EU’s response to transnational digital fraud. The plan is at initial
consultation stages during the publication of this research, but the plan outline commits to drawing together
EU policy and operational instruments to strengthen fraud prevention and data-sharing measures, law
enforcement action and victim protection, including through assistance with the recovery of funds lost to
fraud. The European Commission recognise that nine key problems for the plan to address, many of which
are issues that fraud-risk information-sharing partnerships directly seek to response to.

The European Union ‘Fighting online fraud — action plan’ key identified problems to address:

e  Problem 1: advancements in technology, including the use of Al, have enabled increasingly sophisticated, large scale
and impactful fraud strategies.

e  Problem 2: online fraud is increasingly controlled by organised crime, connecting it with money laundering practices.

e  Problem 3: victims of online fraud often suffer significant financial losses and psychological distress. Such victims
need specialist support and protection that is currently not available. A lack of awareness about the nature, forms
and consequences of online fraud makes it difficult for victims to avoid crime, to acknowledge it and to take
appropriate steps when it is happening (e.g. where, to whom, how to report it and seek assistance). This translates
into large numbers of unreported cases.

e  Problem 4: victims of crime often do not have adequate access to information about crime reporting and there is a
lack of harmonised rules on the freezing of proceeds of crime for the sole purpose of ensuring restitution and
compensation of victims. Therefore, victims often are not able to recover their assets and not find it difficult and do
not receive the compensation from the offender.

e  Problem 5: despite the proliferation of online fraud, public authorities often do not have a mainstream approach
with the necessary resources and specialised expertise to effectively prevent and tackle it. As the number of mass
incidents increases, prioritisation and a comprehensive response are becoming ever more necessary.

e  Problem 6: current efforts to combat online fraud suffer from a lack of coordination and collaboration between the
various public and private-sector stakeholders involved.

e  Problem 7: relevant information is not necessarily shared between the private sector and public authorities, making
it more difficult to identify and prosecute fraudsters, conduct investigations and carry out effective prevention.

e  Problem 8: money obtained by fraudsters can move fairly freely between continents, necessitating targeted anti-
money laundering (AML) and asset recovery action. Levers enabled by the AML-package are crucial here. Specifically,
the ‘Crypto travel rule’ can enable investigations into scam proceeds moved via crypto-asset services. Additionally,
beneficial ownership transparency makes it possible to pierce through corporate or nominee layers typically used in
investment scams and mule networks. Asset recovery rates are still very low, leaving room for improvement in the
application of existing EU instruments for this purpose.

e  Problem 9: misuse of advertising is a major challenge and frequently serves as a way for scammers to reach victims.
Robust detection and prevention mechanisms are central to tackling advertising fraud, to reduce its prevalence and
impact.

12 Proposal for a Regulation of the European Parliament and of the Council on payment services in the internal market and amending Regulation
(EU) No 1093/2010.

13 European Commission (2026) 'Fighting online fraud — action plan' CALL FOR EVIDENCE (Closed on 13 March 2026) -
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/16313-Fighting-online-fraud-action-plan_en
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Global Fraud Summit 2026

Responding to the lack of an inter-governmental forum to bring together countries and develop joint policy
approaches for tackling fraud in a comprehensive manner, the UN Office for Drugs and Crime (UNODC) and
Interpol hosted the Global Fraud Summit in March 2026. The Summit provided a forum for political
engagement in the need to enhance cross-sector and cross-border public-private partnerships and private
sector information sharing to tackle fraud. The Global Fraud Summit resulted in a ‘Call to Action on
Combating Fraud’; a ‘Global Public-Private Partnership Framework against Fraud’ and a large number of
private sector and individual country pledges.'* The commitments include for countries to criminalise fraud;
enhance the risk picture; improve information-sharing to tackle fraud among public agencies, the private
sector and other relevant stakeholders. The ‘Global Public-Private Partnership Framework against Fraud’
underlined the importance of shared responsibility, proactive and coordinated prevention and information-
sharing as a basis for cooperation “leveraging the complementary strengths of public and private actors
within clear legal and policy frameworks and adapting responses to different contexts” emphasising “the
timely, secure and lawful sharing of data and actionable information by all relevant actors, with due regard

to data protection and privacy”.*®

G. Objectives and methodology of this survey

Objectives

While the above interventions by international policy-makers set out positive developments with regard to
responding to the threat posed by fraud and scams, there is currently limited research material to draw on
to understand how financial information-sharing partnerships are currently operating (domestically and
cross-border) and how cross-border information sharing could develop. Such reference resources for existing
information-sharing partnerships will be important to understand what data is useful to share cross-border
for specific fraud and financial crime use-cases and, therefore, what is proportionate in balance with data
protection considerations.

There is little doubt that collaborative platforms are set to play an increasing role in future anti-fraud efforts.
However, there is limited available comparative research focused on how these platforms operate in practice
around the world, what data they exchange and how they measure performance in disrupting fraud and
recovering proceeds. This FFIS study of information-sharing platforms aims to directly respond to this
information gap and inform the next stage in international policy making in this field by creating a reference
document to understand existing national domestic and cross-border data-sharing initiatives to tackle fraud
and scams.

About our approach

To help address the research gap and support policy-making as described as above, FFIS conducted an
international survey of financial information-sharing platforms to map the landscape of both public-private
and private-to-private platforms, capture operational and legal design features and describe approaches to
data sharing, self-reported performance data and identify the current state of cross-border cooperation.

14 https://www.unodc.org/unodc/en/organized-crime/global-fraud-summit/pledges.html
15 All quotations in this section refer to UNODC (2026) ‘Global Fraud Summit Outcomes Document’. https://www.unodc.org/res/organized-
crime/GFS/Global-Fraud-Summit-Outcome-Documents-English.pdf
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Types of respondents

The survey was sent to platforms that enable two or more private sector financial or payment entities to
share fraud or scam risk information with the purpose of detecting and/or preventing fraud and/or scam
events. Platforms may also focus on analysing the dispersal of stolen funds, money mules and money
laundering linked to fraud and scams. This survey was primarily concerned with data sharing initiatives that
enable private-sector financial or payment entities to engage in multi-party sharing of information. However,
such initiatives may also include a range of other participants such as public authorities, telecommunications
entities, social media and technology companies.

Types of fraud

The survey focused on instances when a customer of a financial institution or payment services provider has
had funds stolen, either through an authorised or unauthorised payment. This could include, for example,
fraud attacks and scam transactions related to investment scams, shopping scams, unexpected winnings
scams, impersonation scams charity scams, romance scams, fake invoice scams, extortion, identity theft,
device or account takeover. In general, acts of ‘first party’ fraud committed directly against a
financial/payment institution or against a government entity are not covered in this survey.

Types of data

The survey was primarily concerned with financial and payment data. However, information-sharing
platforms surveyed supported the exchange of a diverse and wide range of data elements or fields (such as
IP addresses, social media profiles and websites used by scammers, for example). We categorise relevant
data later in this report.

Examples of ‘in scope’ platforms
Examples of partnership forms or legal constructs within the survey included:

e Public-private partnerships or law enforcement-led anti-scam centres;
e Non-profit collaboration platforms;

e |nitiatives created under a banking or other member associations;

e For-profit commercial initiatives; and

e Payment market infrastructure or payment system operator analytical or tracing capabilities.

Platforms surveyed can be domestic or cross-border in operation. The survey covered a wide range of
capabilities or use-cases that may be employed by anti-scam or anti-fraud platforms. In terms of measures
taken by faster payment systems, the report focuses on measures thatinvolve the sharing of risk information.
Other measures, such as confirmation of payee, reimbursement schemes, transaction holds or cooling-off
periods for new payees, are not within scope.!® Also out of scope of this survey were initiatives which only
send information to private sector financial or payment entities, without facilitating data sharing between
those private sector entities, or those platforms which receive risk information from private sector entities
(including through a legal reporting obligation), but do not facilitate sharing between multiple private sector
entities for the benefit of those private sector entities. Information-sharing initiatives limited to only
government authorities were also out of scope of this survey.

16 For an overview of wider anti-fraud efforts in fast payment systems, see for example: World Bank, (2023) ‘Fraud Risks in Fast Payments’.
https://fastpayments.worldbank.org/sites/default/files/2023-10/Fraud%20in%20Fast%20Payments_Final.pdf
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Other Sources

Additional sources were used to supplement the survey responses, including:

FFIS workshops and events in a 12-month research process from mid-March 2025 to mid-March
2026;

o Including FFIS dedicated research events (in-person) with senior fraud prevention and
detection leaders in London; Hong Kong; Frankfurt; Stockholm; Brussels; Toronto;
Washington D.C.; Mexico City; Johannesburg; Abu Dhabi; Melbourne and Sydney; and
sessions at the 2025 FATF Private Sector Collaborative Forum in Mumbai, India; the UN
Expert Working Group on Public-Private Partnerships to Fight Scams in April 2025; the
Financial Stability Board ‘Legal, Regulatory and Supervisory Taskforce’ workshop on Fraud in
Basel in June 2025; and the Inter-American Development Bank (IDB)/GAFILAT Public-Private
Partnership Conference in February 2026 in Mexico City. The principal international
conference to convene fraud-risk information-sharing partnerships and to validate the main
findings of the research occurred at the FFIS ‘Conference of Partnerships’ in Vienna, which
took place ahead of the Global Fraud Summit in March 2026.

Semi-structured interviews with representatives of information-sharing platforms, payment system
operators and regulators;

Literature review on fraud mitigation measures in faster payment systems.

Findings from these sources were incorporated into the analysis of survey responses where relevant.

H. Outline of survey findings

The remainder of this report is structured as follows:

21

Section Il profiles the surveyed platforms, highlighting their geographic scope, capabilities,
membership and institutional models.

Section IV analyses the data practices underpinning these platforms, including the level of detail of
shared data, types of operational data, approaches to interoperability and quality, data analysis
methods and output dissemination.

Section V reviews how effectiveness is assessed, examining performance metrics, reported results
and methodological challenges in measuring outcomes and impact.

Section VI considers legal and regulatory frameworks for platform information sharing.
Section Vil identifies barriers to effective collaboration, as reported by survey respondents.

Section VIl addresses international cooperation, noting current levels of engagement, challenges
and recommendations for strengthening cross-border collaboration.

Section IX concludes with key issues to consider in terms of the future agenda of operational and
policy innovation to support fraud-risk information sharing.

The paper closes with a Call to Action for international policy-makers and standard-setters, the
FATF in particular, to now build the policy framework for cross-border cooperation between fraud-
risk information-sharing platforms — the ‘network of networks’.



Profile of surveyed platforms

This section provides an overview of the platforms represented in the survey, highlighting the diversity of
their membership and operational models. While certain features and objectives are shared, most platforms
have developed independently in response to domestic priorities and legal frameworks. As a result, they do
not fall neatly into a single classification and comparisons are best understood in terms of broad criteria of

similar features.

In cases where a platform owner supports multiple independent anti-fraud collaboration platforms, separate
responses were submitted for each platform for purposes of clarity. The platforms surveyed in this paper are
not intended to be comprehensive of all fraud related information-sharing platforms.

|. Geographic scope of platforms covered in this study

The FFIS study included a detailed survey of 31 live and operational platforms as well as 4 pilots (ongoing or
completed), listed below by geographic coverage of their operations.

In addition to the platforms that responded to the survey, two additional platforms are included in several of the

comparison tables with information drawn from open source (marked with an * in the table below).

Table 5 — Geographic distribution of platforms covered in the study (country of principal operations)

e South African Banking | e
Risk Information
Centre (SABRIC) .

Europe (ex UK) or
intra-EU

Singapore Anti-Scam
Centre

Hong Kong - Fraud
and Money
Laundering
Intelligence Taskforce
(FMLIT)

Malaysia PayNet
National Fraud Portal
(NFP), powered by
FNA

National Payments
Corporation of India
(NPCI) - Enterprise
Fraud Risk
Management

AML Center of
Excellence (Lithuania)
FrauDfense (Spain)
Pan-European Single
Euro Payments Area
(SEPA) Fraud Pattern
and Anomaly
Detection (FPAD)*

North America

Joint Investigations by
Group of Major U.S.
Financial Institutions
under 314(b)

National Cyber-
Forensics & Training
Alliance (NCFTA) Cyfin
Program

Nasdaq Verafin -
FRAMLxchange (USA
314(b) Association)
Canadian Cyber
Threat Exchange &
Canadian Anti-Scam
Coalition (CCTX /
CASC)

Veradat (Mexico)

Oceania

Australian Payments
Network Economic
Crime Forum, Serious
and Organised Crime
Coordination
Committee (ECF)
National Anti-Scams
Centre (NASC)
Australia

Australian Financial
Crimes Exchange
(AFCX) (incl Fraud
Reporting Exchange
(FRX)/Data Exchange
(DX))

BioCatch Trust

United Kingdom

Cifas

Mastercard
Consumer Fraud Risk
(CFR)

Mastercard TRACE UK
Stop Scams UK

UK National Economic
Crime Centre (NECC)*

Cross-border***

Domestic deployments in
multiple countries

e Beacon Network (TRM Labs) e Salv Bridge** e Feedzai IQ e American Bankers e Swift - Mule Account

e Cyber Defence Alliance (CDA) e Financial Crime Prevention e Synectics Solutions National Association Fraud Sharing

e FS-ISAC Nordic Data Sharing Hub SIRA Indicator eXchange e Duality Technologies—

¢ Global Signal Exchange (GSE) (NFCERT)** o Nasdaq Verafin - Joint (FIX) Singapore Sandbox

e Europol Financial Intelligence e Nasdaq Verafin - Fraud Investigations e Swift - Fraud Label Exercise for Cross-
Public Private Partnership Detection and Management Sharing Border Application

(EFIPPP) Money Mule Accounts
Workstream

(Payments Fraud)**
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** Salv Bridge and NFCERT are categorised as ‘Cross-border’ in the Executive Summary figure as they support personal data to be shared across bordere relevant to fraud
risk, though they also have domestic deployments in multiple countries. Salv Bridge operations include information sharing across Latvia, Estonia and the UK; Financial
Crime Prevention Nordic Data Sharing Hub (NFCERT) operations include Norway, Denmark and Iceland. Nasdaq Verafin - Fraud Detection and Management (Payments
Fraud Solution) is categorised under ‘Domestic deployments in multiple countries’ in the Executive Summary figure, but also provides for a capability to present fraud-risk
score for recipients in cross-border payments (which is described later in this report), though personal data is not shared between users of the platform across borders (as
it is under Salv Bridge and NFCERT). These nuances are explored later in this report.

*** This category includes information-sharing platforms that extend beyond ‘intra-EU’ cross-border information sharing, which is otherwise covered in the corresponding
‘Europe (ex UK) or intra-EU’ category. The Pan-European Single Euro Payments Area (SEPA) Fraud Pattern and Anomaly Detection (FPAD) is an intra-EU cross-border fraud-
risk information-sharing platform.

J. Institutional Model of Platforms

As summarised in the table below, surveyed platforms differ in terms of their institutional status.

Table 6 — Institutional status of surveyed platforms

Public-private partnership or law enforcement-led anti-scam centre (7)

e Hong Kong FMLIT

e NASC Australia

e Singapore Anti-Scam Centre
e UK NECC

e AMLC (Lithuania)
e AusPayNet ECF
e  EFIPPP Money Mule Accounts Workstream

Non-profit collaboration platform (10)

i e  Global Signal Exchange (GSE)
* AFCX{Australia) e Joint Investigations by Group of Major U.S. Financial
'5"’“ ° EELX/CASC (Canada) Institutions under 314(b)
’ ° e NCFTA (USA
e Cifas (UK) ( ) )
e  SABRIC (South Africa)
* FSISAC e  Stop Scams UK

Initiative created under a banking association or other member association (3)

m e American Bankers Association "FIX’ «  Fraubfense (Spain)
e NFCERT

For-profit commercial data sharing solution (11)

e BioCatch Trust

) ) ) ) e Nasdaq Verafin - Payments Fraud
e Duality Technologies - Singapore Sandbox Exercise

e SalvBridge

* FeedzailQ ) . o e  Synectics Solutions National SIRA
IIII e Nasdaq Verafin - Joint Investigations e Veradat (Mexico)

The following two platforms are delivered by for-profit companies, but services are currently complimentary for members:
e Nasdaq - FRAMLxchange

e Beacon Network (TRM Labs)

Payment market infrastructure or payment system operator analytical or tracing
capability (6)

@ e  Mastercard CFR
e NPCI ‘Enterprise Fraud Risk Management’ (India)

e Mastercard TRACE UK
e  Swift - Fraud Label Sharing
e Swift - Mule Account Sharing

e Malaysia NFP, powered by FNA
e Single Euro Payments Area (SEPA) FPAD
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K. Capabilities

A key point of distinction between the platforms surveyed is to understand the different information-sharing
capabilities or models they enable. Different fraud-risk information-sharing capabilities involve different
input and output data and can serve different objectives.

The FFIS (2022) survey of AML and fraud-risk platforms!’ included a taxonomy of major types of private-to-
private sharing capabilities and the FFIS (2024) comparison of private-to-private AML information-sharing
legislation expanded the list to provide further granularity in the capabilities.’® Below we analyse the
surveyed platforms, by jurisdiction, in terms of which capabilities they support out of the expanded list of
private-to-private sharing capabilities:

A. Collaborative development of typologies, trends and models of economic crime threats.
B.i. Messaging communication (bi-lateral).

B.ii. Messaging communication (multiparty and via a platform).

C. Consortium analytics (Intelligence development at the level of a multi-party platform to

identify risk that no individual participant had otherwise observed, often delivering a ‘risk-
score’ back to participants.)

D.i. Joint case investigations by members (private sector only).

D.ii. Collaborative intelligence and joint investigations by members (with law enforcement or
investigative agency input).

E. A warning function, one to many (i.e. an adverse incident database).

F. A tracing function to identify exposure to money laundering/muling dispersals (i.e. a rapid
or automated warning chains of alerts to follow transactions across multiple obliged
entities, illuminating the network of accounts involved in a dispersal).

G. Combined transaction monitoring for partnership members.

H. Comparisons of ‘Know Your Customer’ reference data across multiple entities.

See FFIS (2022) “Lessons in private-to-private financial information sharing to detect and disrupt crime”, for
analysis of the strengths, shortcomings and different data dependencies for each capability and the FATF
Guidance “Private Sector Information Sharing” (2017), which originally described a range of benefits
associated to private sector information-sharing models. FNA, which powers the Malaysian National Fraud
Portal, also maintain an online resource library which goes into more detail on specific capabilities that can
contribute to a National Anti-Scam Utility.®

17 FFIS (2022) ‘Lessons in private-to-private financial information sharing to detect and disrupt crime’- A Survey and Policy Discussion Paper -
https://www.future-fis.com/uploads/3/7/9/4/3794525/rusi_ffis_survey_and_policy_discussion_paper_-_lessons_in_private-to-
private_financial_information_sharing_to_detect_crime.pdf

18 FFIS (2025) The New Era of Private Sector Collaboration to Fight Economic Crime’. https://www.future-fis.com/newera.html

19 See https://www.nasu.fna.fi/
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Table 7 below identifies the range of deployed capabilities reported by platforms that operate at a national
level where personal data is exchanged between private sector members of a partnership. Table 7 does not
include cross-border platforms or pilots and does not include collaborative development of typologies.

Table 7 — Capabilities of domestic platforms, by region / jurisdiction, where personal data is shared

M — “ orf Ameriea

T Si= 1+1 11

Collaboration

capability >_ E = —

B.i. Messaging
communication (bi-
lateral)

B.ii Messaging
communication
(multiparty)

C. Consortium analytics

D.i. Joint case
investigations (private
sector only)

D.ii. Joint case
investigations (with law
enforcement)

E. A warning function
(adverse incident
database)

F. A tracing function

G. Combined
transaction monitoring

H. Comparing ‘Know

Your Customer’
reference data

No platform surveyed in this

research supported this 1 platform 2 platforms 4 or more platforms
I. d capability (considering i i i thi i thi
egena: deployed and operational SfppeIndln wars supporting this supporting this
domestic platforms and the capability capability capability

exchange of personal data)
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Table 8 highlights capabilities being developed at a cross-border level, including through pilots.

Table 8 — A description of examples of platform capabilities, deployed at a cross-border level

Collaboration capability Example of cross-border fraud-risk sharing initiative

Swift - Fraud Label Sharing (pilot) aims to improve the accuracy of Al-driven anomaly detection
models by enabling financial institutions to collectively train on distributed fraud labels, without
sharing their underlying transaction data.

The Europol Financial Intelligence Public Private Partnership (EFIPPP) Money Mule Accounts
Workstream collects statistical information from members, allowing the creation of ‘heatmaps’
to identify the relative size of international transfers (number and funds) linked to money mule
account activities and financial entities receiving suspected funds. Workstream members do not
share personal data within the platform itself. When the heatmap insights relate to two members
of the Workstream, then members can then exchange more detailed information, according to
data protection local regulations, bilaterally. EFIPPP Workstream members represent money mule
insights from across the EU, the UK and Switzerland.

Collaborative development
of typologies, trends and
models of economic crime
threats.

Feedzai IQ applies a federated learning approach to risk model development, analysing meta data
across the platform membership (including across borders) to generate Al models and risk signals
that better detect fraud. In this way, Feedzai 1Q can enable cross-border collaboration without
requiring the sharing of any personal data / personally identifiable information (PIl). Risk scores
and risk factors are then made available to clients for each transaction in real-time.

Salv Bridge allows participating financial institutions in multiple jurisdictions to communicate and
Messaging communication share intelligence on suspicious fraud cases in a secure and compliant way. Currently operating
(bi-lateral) across the UK and Baltic (EU) jurisdictions, every message is encrypted locally and can only be
decrypted by the recipient.

Duality Technologies — Singapore Sandbox Exercise (pilot) allows institutions to check for a
Messaging communication counterparty IBAN’s presence in other datasets across borders (including watchlists) without
exposing any raw data. In case of a match, additional queries about risk indicators can be asked
(for example, whether the associated risk score exceeded a threshold, or whether its total
transaction value surpassed a set limit).

B.ii (multiparty and via a
platform)

Nasdaq Verafin Fraud Detection and Management (Payments Fraud solution) integrates
members’ customer account and transactional information in the Nasdaq Verafin cloud
environment. The result is a data lake with a defined data model for input from multiple client
institutions, where all relevant customer and transactional information from each client is
standardised and linked to the original system of record for strong data lineage and validation.
Leveraging this consortium data, alongside a range of other analytical capabilities, Nasdaq Verafin
can provide payee risk analysis, including for cross-border payments. This solution provides a
payee (receiver) risk score based on the track record of that receiving account in the entire history
of the data held in the Nasdaq Verafin cloud environment, supplemented by additional analytical
capabilities at the platform level. No Pll/personal data is shared directly between members of the

C.  Consortium analytics platform. Awareness of cross-border payments risk can be achieved through the platform even
with data originating from members in a single jurisdiction. The richness of the cross-border fraud-
risk data will expand as the solution is rolled out in multiple jurisdictions.

FS-ISAC members share intelligence on cyber threats / fraud with specific incident data, including
cross-border. The ‘warning function’ intelligence is analysed and enriched by a central team (at
the consortium level) before being distributed to members (worldwide). Members have options
to share with/without attribution and access is customized by role need. No PIl is shared and
submissions focus on fraudster tactics/modus operandi.

26



D.i.

D.ii

E.

27

Joint case investigations by
members (private sector
only)

Joint case investigations
(with law enforcement
input)

A warning function, one to
many (i.e. an adverse
incident database)

A tracing function

Combined transaction
monitoring

Comparisons of ‘Know
Your Customer’ reference
data across multiple
entities

Salv Bridge supports structured joint investigations between its private-sector participants. These
cases can begin as bilateral exchanges or expand to include multiple institutions when a fraud
pattern spans several counterparties. The platform provides shared case notes, encrypted
document exchange, and a consolidated timeline of investigative actions, enabling members to
collaboratively resolve cross-institutional fraud events. This is in use at both a domestic and cross-
border level.

The Beacon Network (TRM Labs) is a real-time platform that enables rapid detection, tracing and
prevention of illicit crypto transactions. In 2025, Beacon Network members and Wolfsberg Group
financial institutions established an innovative and ‘operational sandbox’ 48-hour joint
investigations cell to illuminate how fraud risk can be effectively exchanged between virtual asset
exchanges and traditional (fiat) multi-national financial institutions.

The Cyber Defence Alliance (CDA) focuses on joint case investigations. Tactics, techniques, and
procedures (TTPs) are generally shared with all members of the CDA. In the case of sensitive data,
investigators can cooperate cross-border and can restrict the dissemination to their counterparts
in one or more selected institutions by using a Data Protection Act (DPA) Sharing document.

The Beacon Network is set up primarily and initially as a platform that enables detection and
tracing of illicit crypto transactions. Typically, law enforcement agencies share fraud-risk
information necessary for a virtual asset exchange to restrain funds or an account. Participating
virtual asset service providers and financial institutions receive an alert when Beacon Network-
tagged or propagated addresses send a transaction to their institution.

The Swift - Mule Account Sharing (pilot) is designed to facilitate secure cross border data
collaboration among financial institutions to enhance fraud prevention efforts by enabling a
privacy preserving warning function for money mule account risk.

Salv Bridge enables member institutions to screen applicants at onboarding and monitor ongoing
activity against a shared, cross-border pool of high-risk and terminated entities. Screening is not
limited to customer identities: IBANs, device identifiers, account numbers, and other entity types
can be reported and queried through the same infrastructure.

The Financial Crime Prevention Nordic Data Sharing Hub (NFCERT) platform enables money mule
data sharing across Norway, Denmark and Iceland.

The National Cyber-Forensics & Training Alliance (NCFTA) Cyfin Program supports members to
share fraud/scam/cyber incident and account data (with confidence ranging from suspected to
confirmed incidents), via a listserve, including to foreign recipients in line with specific
coordination agreements.

The Global Signal Exchange (GSE) allows members worldwide to share cyber risk signals via a
central platform. The GSE platform contains more than 1bn threat signals related to URLs,
domains, IPs and other risk identifiers.

There is no cross-border application of this capability relating to traditional financial data among
the surveyed platforms. However, in the virtual asset domain, the Beacon Network traces funds
related to a flagged fraud report across chains and alerts downstream recipients in real time. The
Beacon Network alerts all members when flagged virtual asset addresses send funds to their
platform.

Pan-European FPAD provides for monitoring of connected (previously unalerted) payments data
to push risk alerts based on models of anomalous behaviour to participating financial institutions.

There is no cross-border application of this capability among the surveyed platforms



L. Membership

As summarised below, surveyed platforms vary based on their membership, including with respect to the
participation of public-sector entities; the range of private industry sectors involved and the number of
participants.

Range of industry sectors involved

Table 9 below captures the breadth of private-sector membership of various platforms, ranging from
platforms that involve banks only to cross-sector platforms. Several respondents emphasised the importance
of taking an ‘ecosystem’ approach and involving non-financial sectors in anti-fraud partnerships.

Table 9 — Breadth of private sector membership involved

Membership includes both banks
and other financial institutions

Cross-sector platforms (including

Membership limited to banks telco, tech or social media

companies)

Breadth of private-sector membership increases from left to right

|
e American Bankers Association Fraud e AMLC (Lithuania) e AusPayNet ECF
Indicator eXchange (FIX)

e Beacon Network e NASC Australia
e BioCatch Trust

e CDA e AFCX
e EFIPPP Money Mule Accounts . . .

e Duality Technologies — Singapore e (Cifas

Workstream ]
Sandbox Exercise

e FrauDfense e CCTX/CASC

e Feedzai IQ
e Joint Investigations by Group of Major e GSE
U.S. Financial Institutions under 314(b) o FS-ISAC

e NCFTA-USA
e Hong Kong FMLIT

e Nasdaq - Joint Investigations

Nasdaq - Payments Fraud
Swift - Fraud Label Sharing

Swift - Mule Account Sharing

Nasdaq - FRAMLxchange

NPCI ‘Enterprise Fraud Risk
Management’

SABRIC
Stop Scams UK
Singapore Anti-Scam Centre

Synectics Solutions National SIRA

Malaysia NFP, powered by FNA
e SalvBridge e UK National Economic Crime Centre
e Veradat (Mexico)

e Mastercard CFR

e Mastercard TRACE UK

e NFCERT

In explaining the importance of cross-sector fraud-risk information sharing, a respondent noted that
“technology / social media companies have additional insights they can share with financial institutions to
aid in the prevention, detection, and mitigation of increasingly complex fraud schemes.”

Another respondent indicated that using data from telecommunication companies allows the platform to
identify potential mule accounts 2-3 days ahead of working from banks’ detection systems in isolation due
to the telecoms interaction with the fraud victim taking place ahead of a financial transaction.
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Example: Tracking how scam victims are contacted in Singapore

The Singapore Anti-Scam Centre 'Annual Scams and Cybercrime Brief: 2025’ highlights the importance
of cross-sector engagement in preventing scam threats. Social media, messaging platforms, phone calls
and online shopping platforms were the top contact methods used by scammers to reach victims.
Online platforms were used by scammers to reach out to victims in 84.1% of all scam cases, with
Facebook as the most commonly reported contact method to reach victims within the social media
category and Whatsapp as the most commonly reported contact method to reach victims within the
messaging category. Meta platforms were involved in 35.4% of all scam cases, with Facebook alone
accounting for 18.0% of all scam cases. However, the Singapore Police Force report that there has been
a decrease in reported scam cases involving these contact methods since 2024, likely due to the impact
of the obligations on online service providers created through the Online Criminal Harms Act.?°

Membership size

Reported membership numbers ranged from less than 20 to more than 3000. In general, platforms
supporting the dissemination of anonymised data to a mailing list or as part of an adverse incident database
typically have larger membership numbers and platforms that support joint case investigations often have
much smaller membership numbers.

Public-sector involvement

Table 10 lists those platforms that reported public-sector involvement (beyond the dissemination of platform
insights or conclusions to law enforcement agencies). Information-sharing platforms limited to sharing
between government authorities were not within scope of the survey.

Table 10 — Public sector involvement in platforms (where applicable)

Hong Kong FMLIT Platform hosted by police
Malaysia NFP Frayd information-sharing platform hosted by the
* national Payment System Operator
NPCI ‘Enterprise Fraud Risk
Asia Management’

Central bank is involved in the development of a
centralised fraud solution, in collaboration with
National Payments Corporation of India (NPCI)

Singapore Anti-Scam Centre Platform hosted by police

Public-private partnership, organised as a non-profit
legal entity with founders and shareholders including:
. the Bank of Lithuania, the Republic of Lithuania

éﬁ AMLC (Lithuania) represented by the Ministry of Finance, and private-
sector financial institutions: Revolut, Swedbank, SEB,
Luminor, Artea, Urbo, OP Corporate Bank, and
Citadele

Europe (ex UK)

20 Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-
Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-Cybercrime-Brief-2025.pdf.
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NFCERT

NCFTA — USA

NASC Australia

AusPayNet ECF
AFCX

UK National Economic Crime
Centre

EFIPPP Money Mule Accounts
Workstream

Beacon Network

Salv Bridge
Synectics Solutions National
SIRA

Norwegian law enforcement shares data and
intelligence related to various types of fraud, with the
NFCERT platform acting as an intermediary for
effective sharing with financial institutions.

Law enforcement agencies are platform members
alongside private industry

National Anti-Scam Center platform hosted by the
Australian Federal Police

Public-private partnership between Australia’s law
enforcement agencies and the payments / banking
industry

Membership includes law enforcement agencies

Membership includes regulatory bodies.

Facilitates data collaboration between industry
members and UK government agencies, including law
enforcement

Hosted by the UK National Crime Agency

Public-private partnership hosted by an inter-agency
law enforcement administrative body and
participation includes non-EU law enforcement
agencies and Financial Intelligence Unit
representatives

The Beacon Network brings together more than 90
law enforcement agencies from 21 countries with
over 70 private sector members — including
centralized exchanges, DeFi protocols, bridge services,
and payment processors.

Membership includes law enforcement agencies and
regulatory bodies

Membership includes a law enforcement agency in
one country of operation

Membership includes regulatory bodies



V. Data use

The survey demonstrates a range of different approaches to data use (what data is shared) and that such
arrangements depend directly on each platform’s objectives and applicable legal frameworks.

This section explores key insights from the survey regarding data governance adopted for information-
sharing. These insights relate to (A) the nature of the shared data, (B) the types of operational data
exchanged, (C) approaches to data interoperability and quality, (D) analytical processes, and (E)
dissemination practices.

A. The nature of shared data

Table 11 — Spectrum of data categories shared through information-sharing platforms across cyber, virtual
and traditional financial domains

Strategic information Operational data

Category 1 Category 2
Strategic information Cyber, telephony or
sharing (neither personal device operational data

data nor case specific sharing
information is disclosed)

Category 3
Virtual asset domain
payment data

Category 4
Operational financial
transaction, account and
customer subject data

Increasing level of sensitivity in terms of typical data protection requirements

o Aggregate statistics e User-device data e Virtual asset account °

on fraud incidents and data
N e Telephone numbers
mitigation measures

(Traditional/Fiat)
financial transaction

. data (amount and
e Virtual asset

Typologies of financial
crime

Models and model
parameters

Risk-scores (based on
consortium analytics)

Institutional exposure
at a macro level to
threats

IP addresses
Social media accounts

Website addresses

payments data

currency, timestamp,
sender, receiver)

(Traditional/Fiat)
Account data

(Traditional/fiat)
financial wider
customer (know your
customer) data on
subjects

A number of platforms focus on Category 1 data as outputs. Platforms that share Category 1 outputs can
either require only Category 1 data as inputs from their members or they may ingest operational data
through member inputs but only disclose Category 1 data as outputs. Category 1 sharing can encompass a
range of different types and is unpacked in the following section.

31



Aggregate statistics on fraud trends and mitigation measures

As one example, the AMLC (Lithuania) collects aggregated and anonymised statistical data on pre-defined
fraud-related indicators and data fields (listed below).

Data fields monitored by participants of the AML Center Lithuania

AMLC Lithuania

e Number of incidents — registered fraud cases where the customer, using valid
authentication tools, initiated a transaction that was either executed or intercepted. A
single incident refers to participation in a distinct fraud scheme (e.g., multiple payments
under one investment scam are counted as one incident). New unrelated cases are
recorded as separate incidents.

e Funds transferred from client accounts (EUR) — total amount debited from client accounts
in connection with fraud cases.
e Funds returned (EUR) — amounts that were initially debited but successfully recovered.

e Recovery rate (% of loss) — calculated as the percentage of returned funds compared to
actual losses.

e Funds blocked (EUR) — amounts that were initiated and authorised by clients but
successfully stopped by the financial institution before leaving the system. Only cases
where the blocked amount is precisely known are included.

These data points are collected from financial institutions and submitted to the AMLC Lithuania on a
quarterly basis. They are then analysed by the AMLC Lithuania on a quarterly, semi-annual and annual basis
to identify trends, assess sector-wide risks, and support coordinated prevention strategies.

Such aggregate datasets can provide a valuable macro-level view of fraud trends, supporting evidence-based
policy-making and resource allocation.

Typologies

Sharing information on typologies continues to form an important part of collaborative efforts to mitigate
fraud, especially emerging threats.

Examples of typology-sharing platform activity

FS-ISAC

e Submissions to the platform are provided by FS-ISAC’s members and range in the amount
of detail provided. Information is then anonymized and distributed to other members to
ensure those who are at risk or may be seeing the same impact are informed and enabled
to respond. The FS-ISAC Fraud Intel platform has over 2000 members who share
information on fraud attempts and concerns through a variety of secure channels (including
communications channels, threat calls, trend reports, in-person events). All information is
tagged accordingly to ensure that fraud intelligence is tracked and members can easily
consume the most relevant information. Members can also join specific fraud-related
working groups, such as brand impersonation and insurance fraud, that focus on specific
types of fraud, the impact and best practices for prevention.
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AMLC Lithuania

Members share thematic findings and risk patterns observed within their respective sectors.
Information shared includes:
o Newly identified typologies and modus operandi used in financial crime and fraud schemes
e Trend analysis on fraud and scam incidents
e Insights into sector-specific vulnerabilities and systemic risks

e Summary data that informs the development of targeted guidance and preventative
actions.

In addition to platforms focused on the exchange of typologies, many platforms supporting operational
collaboration also reported using the knowledge gained from fraud operational cases to generate redacted
typologies that can be shared with a wider audience.

Parameters for trained fraud detection models

Some respondents reported sharing the outputs or parameters of trained fraud detection models rather than
the raw underlying data. In this approach, participants each train or contribute to the training of an algorithm
using their own internal data, but the personal data relating to accounts and transactional details never leave
their organisation.

Examples of model-parameter sharing reported by platforms

Feedzai IQ applies a federated learning approach, analysing meta-data across the membership to
generate Al models and risk signals that better detect fraud. Personal data is not exposed to other
organisations because data remains secure locally within each client’s Payment Card Industry Data
Security Standard-compliant environment.

The Swift - Fraud Label Sharing pilot aims to improve the accuracy of Al-driven anomaly detection
models by enabling financial institutions to collectively train on distributed fraud labels, without sharing
their underlying transaction data.

BioCatch Trust provides members with risk signals such as scores, risk factors and meta-data, without
needing to share sensitive personal information about parties involved in a payment event.
Additionally, the platform uses anonymized profiles of users and accounts, so that only the members
can connect the relevant signals to a participant in the payment event.

In both cases, a broad, diverse training set is used to train a model without the legal and operational risks of
moving sensitive data across borders or between organisations. Participants essentially ‘pool their insights’
rather than raw input data, producing a model expected to detect a wider range of fraud patterns than any
single institution could identify in isolation. However, such approaches can present certain challenges that
may be due to differences in data distribution and quality across participants, variations in labelling practices
or the technical complexity of maintaining synchronised model updates. In addition, because no operational
data is exchanged, these models do not generally support a capability to map operational connections or
money mule networks across institutions.
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B. Types of operational data

This section reviews in more detail the types of operational data shared and their reported benefits for
fraud mitigation purposes. At a high-level, the different types of operational data shared are summarised in
Table 12 below.

Types of operational data

Table 12 — Examples of operational data shared via anti-fraud platforms

Transaction-level e Fraud flag
data e Sender, recipient, amount, etc.

e Account holder particulars
Account-level data e Account ‘age’ (i.e. time since opening)

Data that can be linked .
e Past use for money mule activity

to an identifiable person
(‘Personal data’)* e Name, ID, address, moniker and other

Sl GG identifying information of known fraudsters
(fraud actors) .
e Related entities

Victim-level data e Name and other identifying information

e |Paddress*

Other data points that are not linked to specific e Device metadata* _
persons, but to individual vectors or e Phone number / WhatsApp line*
instrumentalities of fraud e URL

e Certain crypto addresses

Risk indicators relating to the operational data e Fraud label
(i.e. explanation of why a certain data point is e  Risk criteria met in pre-defined typology
consider as representing a fraud risk) e Investigation notes

* These data points may not always be linked to an identifiable individual. However, they are often treated as personal
data due to the potential for attribution.

All data types listed above can be enriched by data attributes that indicate the level of confidence, the data
source, the classification level or the date on which the data was obtained or generated.

It is important to note also the rising importance of synthetic IDs in fraud attacks. Artificial intelligence can
enable fraud attacks by improving the quality and effectiveness of synthetically created IDs, which are then
used to open accounts and attempt to subvert anti-fraud controls. This data may, at first, be considered
operational (as per the definitions above) but, once confirmed as synthetic, does not relate to any real person
nor constitute protected personal data (therefore, allowing greater legal opportunities for information
sharing). Synectics Solutions in their UK fraud trends 2026 report ‘Signals: Intelligence behind the fraud
patterns that matter’, identify that the number of ‘synthetics’ in the UK fraud syndicate National SIRA has
grown by 50% in the previous two years; 50% of all identity fraud in National SIRA related to synthetic IDs;
and 1 in 3 synthetic identities are now linked to repeat offending.??

21 Depending on the case, these data points may be shared only with respect to legal entities rather than natural persons.
22 Synectics Solutions (2026) ‘Signals: Intelligence behind the fraud that matter’. https://www.synectics-solutions.com/signals-fraud-report
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Range of operational data shared within a platform

The range of operational data types shared through a given platform depends primarily on the platform’s
capabilities and objectives.

All surveyed platforms that support joint investigations indicated that, subject to appropriate data protection
safeguards, all data points listed above can be shared, provided that such sharing is required for a given
investigation. Platforms that are not designed for investigations tend to be more prescriptive about the
operational data that is shared. Of the platforms sharing operational data, approximately 40% reported
sharing transaction-level data, approximately 80% reported sharing account-level data and approximately
55% reported sharing subject-level data. Within each of these categories, data points may be risk-related
(e.g. money-mule flags) or not (e.g. monthly account turnover). Data fields may be prescribed or optional.
The exact set of data points shared within each category varies.

Based on the survey responses, we observe that the selection of data points to be shared depends on
multiple factors, including:

e Purpose: consistent with data protection principles, the data points will be selected based on a given
platform’s purpose. For example, transaction-level data is core to any platform that supports real-
time tracing capabilities (e.g. Mastercard TRACE UK, Malaysia NFP). In the case of platforms designed
to help participants share information about known fraudsters (e.g. Singapore Anti-Scam Centre ,
Veradat (Mexico)), the subject-related data needs to be sufficiently detailed to allow institutions to
quickly identify additional accounts linked to the same subject and intercept payments or account
activity that match the database entry.

e Consistency of identifiers: several respondents indicated that account data had been prioritised
because account numbers constituted a consistent identifier across institutions. By contrast, subject-
level data (e.g. entity names, addresses, etc) generates more challenges related to entity resolution.
In the context of anti-scam platforms involving non-financial actors, one respondent pointed out that
phone numbers can be used as consistent identifiers across industry sectors and, therefore, are a
key tool in entity resolution.

e Data minimisation: consistent with the data protection principles of minimisation, necessity and
proportionality, many platforms indicated that only essential data points were shared. Overall, the
principle of data minimisation needs to be weighed against the usefulness of contextual data and
the potential of rich datasets to reveal additional connection (see next sub-section ‘Insights on
relative effectiveness of data points’ below).

Example of data minimisation through pre-defined queries

In a pilot, the Duality Technologies — Singapore Sandbox Exercise was used to test whether sensitive
financial crime intelligence could be exchanged across Singapore, India, the UK and the US without
exposing underlying datasets. The approach relied on pre-defined encrypted queries that could be run
against participating datasets — for example, asking whether a specific IBAN appeared in another
jurisdiction, whether its associated risk score exceeded a threshold, or whether its total transaction
value surpassed a set limit. Because the queries and datasets remained encrypted, neither the identity
of the subject IBANs nor the raw data was revealed to other parties. This method allowed institutions
to obtain targeted risk insights across borders while maintaining compliance with privacy, data
localisation, and security requirements in all participating jurisdictions.
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C. Approaches to data interoperability and quality

Data interoperability and quality issues are essential considerations within platforms for information to be
effectively integrated, analysed and acted upon. Interoperability enables datasets from different institutions
to be combined without extensive manual reprocessing, while quality controls help maintain accuracy and
completeness.

A few surveyed platforms facilitate free-text submissions that are not structured in predefined data fields.
This approach ensures the flexibility needed for joint investigations, allowing users to share the information
that is relevant to a given case.

However, most platforms offering capabilities other than joint investigations take measures to achieve a
certain level of data interoperability. Such interoperability is particularly key for platforms intended to
facilitate automated and instantaneous fraud mitigation measures. Such automated measures also require
a common definition of the required threshold and the information needed to trigger an automated
network-wide response.

Approaches to data inter-operability can take a number of forms and we highlight three below: inherent
inter-operability; development and enforcement of common standards; and a balance between data inter-
operability and agility.

Inherent interoperability

As mentioned in the previous sub-section, several platforms considered data interoperability when
determining the data points to be shared, prioritising identifiers that are consistent across institutions
without any need for further standardisation. Interoperability can also be achieved by platforms that operate
within the framework of a payment system that already standardises the data. This type of alignment is
essential for tracing capabilities since these platforms require real-time sharing of data among most, if not
all, payment system participants.

Examples of data point selection with inherent interoperability

American Bankers Association ‘FIX’

e Most challenges have been around ancillary data such as names, addresses, and other fields
associated with the accounts and transactions. That is why this information is optional and
not critical to the overall success of the system, at least for the primary goal. The
account/transaction information required to be shared is standardized.

GSE

e One of the advantages of beginning with domains, URLs and IP addresses is that every
system connected to the Internet can handle these data types.

Mastercard TRACE UK

e The data that the service decisions are based on are payments that have been submitted
to the UK payments switch and, therefore, benefit from the operational governance of the
Faster Payments and Bacs systems.
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Development and enforcement of common data standards

For other types of information that are not inherently standardised, several platforms reported having
developed common data standards to ensure data interoperability. This includes data schemas for subject-
level data (e.g. Cifas) as well as taxonomies for fraud typologies. In most cases, standardisation initiatives
were described as collaborative efforts.

Examples of the development and enforcement of data standards

AFCX

e AFCX works closely with its members on the development and testing of catalogues. AFCX
runs a quarterly member forum at which data issues and new proposals are discussed.
There are processes for assuring the quality of input data and providing feedback to
members on data quality issues.

AMLC (Lithuania)

e The platform’s data quality governance is based on collaborative oversight. Data fields to
be shared are defined through joint working groups composed of representatives from
both the public and private sectors. These groups agree on data formats, scope, and
submission protocols.

GSE

e Aswe develop pilot programs with other sectors, we consult with key stakeholders in those
industry verticals to agree additional taxonomies specific to those sectors.

Malaysia NFP

e [lInitial challenges arose around data standardisation, particularly in the following areas:
(a) fraudulent transaction details across different payment rails (e.g. fund transfers, cards,
QR); (b) taxonomy of incident types, requiring alignment on consistent definitions and
categories; (c) classification of mule accounts and identification data, to ensure consistent
tagging and treatment across institutions. These challenges were progressively resolved
through working groups led by the central bank, involving active participation from industry
representatives to establish and adopt common standards.

Outside of the FFIS surveyed results, other faster payment system operators have also taken measures to
harmonise definitions and reporting. FedNow in the U.S. has introduced a Scam Classifier Model to provide
a consistent framework for categorising and reporting scam-related payments. By standardising definitions
across participating institutions, the model aims to improve the comparability of data, support more accurate
measurement of fraud trends and enable coordinated prevention strategies.?® Similarly, the Euro Banking
Association (EBA) ‘Expert Group on Payment Fraud-related Topics’ has developed a pan-European fraud
taxonomy.?*

23 FedNow ‘Scam Classifier Model” https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/scams/scamclassifier-model/
24 EBA ‘Expert Group on Payment Fraud-related Topics’ https://www.abe-eba.eu/market-practices-and-regulatory-guidance/expert-group-on-
payment-fraud-related-topics/
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One respondent noted that standardising fraud and scam typologies across industry poses a continuing
challenge because changing fraud/scam methods can necessitate changes to typologies, which then affects
reporting and analytics. Platforms generally reported using either taxonomies prepared by regional or
domestic authorities, or bespoke taxonomies developed by participants. Compliance with agreed data
standards may be enforced through various mechanisms (see below), although such mechanisms were
reported only by few platforms.

Examples of data quality enforcement mechanisms

Malaysia NFP

e System-level validations are built into the platform to cross-check submitted data against
lookup tables or other reference sources to ensure consistency and accuracy. Data quality
monitoring is embedded into the system workflows, where rejected or invalidated
submissions are tracked and measured against agreed performance metrics. Enforcement
frameworks, both regulatory and contractual, are in place to uphold data integrity, with
material non-compliance subject to actions such as penalties, fines, or suspension of
platform access.

Cifas

e Filings to Cifas data schemes are governed by a ‘Handbook’ which sets out the rules to
which members must adhere when filing to and using data within the scheme.

Beacon Network

e Standards within Beacon Network are developed between [law enforcement] and [virtual
asset service providers (VASPs)]. Beacon Network maintains a minimum word count of
information in each of the relevant field to ensure flags are accompanied with sufficient
data to act. Flags are spot checked by the platform team and feedback is requested from
VASPs receiving flag alerts to make sure they contain information required to take action.

Balance between interoperability and agility

Rigid standards can become an obstacle to information sharing if compliance becomes too onerous for
participating institutions, or if participants cannot reach an agreement on the data fields to share. Two
respondents shared the following experience:

e ‘One key lesson learned is that the efficacy of multi-party information sharing is often undermined by
overly prescriptive requirements for data fields. Such rigid specifications can make it challenging to
maintain consistency across participating entities, especially when definitions for typologies differ.
This, in turn, increases the risk of valuable intelligence being lost during pre-processing. It is important
to recognise that discrepancies and variations in syndicated data often contain critical indicators of
fraudulent activity—fraud frequently manifests in these marginal differences. Therefore, a more
flexible approach to defining data fields and risk indicators can enhance the collective ability to detect
and prevent fraud.’

e ‘Taking in unstructured data and turning it around in a structured format that all members can ingest
is extremely challenging. There is no one-size-fits-all solution to the structuring of data (from the
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data fields to the formatting to the ingest process — not all members are able to comply with just
one).’

To address this challenge, platforms reported the importance of iterative dialogue with all participants, while
others invest resources in manually reformatting inputs received from participants.

e ‘The police, being the secretariat for the Hong Kong FMLIT, collates the data contributed by the
members and disseminates accordingly. While proforma forms with fixed data fields are provided to
members for standardised submission, members would often include attachment word or excel files
generated by their internal systems. Once the secretariat receives the attachments, the information
contained in the attachments must be manually incorporated into the reports for dissemination.’

D. Approaches to data analysis

Certain platforms focus on transmitting data or risk signals among participants ‘as is’. However, most
platforms reported conducting a certain level of analysis of the data shared or supporting members in their
own analysis beyond transmitting information between members.

Approaches to data analysis vary including: centralised analysis at the platform level; support to participants
individual analysis; and the use of privacy enhancing technologies to support analytical collaborations.

Centralised analysis at the platform level

Centralised analysis may be conducted in a manual or automated way, depending on the data shared, and
such centralised analysis can take several forms, including: as a law enforcement intelligence hub model;
private sector risk scoring; identification of matches across participants; or aggregate statistics of member
reporting and trends.

Law enforcement intelligence hub model

Several platforms indicated that the data submitted by participants is analysed centrally by law enforcement
or fusion public-private intelligence teams before being shared with other participants, as needed. In the
case of a public-private partnership, the analysis may be conducted by the police, possibly with the
participation of seconded representatives from private-sector participants.

Examples of law enforcement centralised analysis

The Singapore Anti-Scam Centre disrupts scammers’ operations through using technology to track
national scams trends and assess the voluminous crime data that the Centre processes every day,
including police reports, financial intelligence and other data points. Based on such data, the ASC
identifies phone lines, WhatsApp lines and online accounts used to perpetrate scams.

The Hong Kong FMLIT platform operates on a case-based approach led by the police. What this means
is when any member identifies a potential financial crime risk, it would first be brought to the attention
of the police. Subsequently, the police would analyse and disseminate the relevant data to all members
and seek the members’ further assistance.
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Private sector risk scoring

Certain platforms make use of analytical tools to process data from all participants and share analytical
outputs back to those members, often as risk scores. As illustrated in the example below, this approach can
reduce the amount of personal data shared (i.e. a risk score is shared, but not the inputs that contributed to
the risk score).

Examples of centralised risk-scoring conducted by a platform

Nasdaq Verafin ‘Payments Fraud’ solution generates risk-scored alerts (0 — 100) based on unusual or
potentially suspicious activity, enabling financial institutions to prioritise review of higher-risk cases.
When a participating institution initiates a transaction, the associated risk score may reflect aggregated
insights derived from activity across multiple participating institutions, even though the institution
receiving the alert does not see the full underlying cross-institution transaction history. Instead, the
alert includes an evidence card that summarises the key risk factors driving the score. These factors are
presented in an aggregated, normalised and anonymised form. For example, that the counterparty is
“new to cloud” or has an “altered account”, without exposing specific transactions or identifiable
details from other institutions. This approach allows the platform to leverage collective intelligence to
enhance detection capabilities while respecting privacy and confidentiality requirements. As a result,
participating institutions benefit from broader network-wide insights without direct access to sensitive
customer-level information from other members.

BioCatch Trust is a real-time, inter-bank, behaviour-based financial crime intelligence-sharing network
that evaluates fraud and money laundering risk on the receiving end of customer-initiated transactions
before money movement occurs. The network, which currently protects more than 80% of Australia’s
adult population, or more than 18 million online banking users, integrates advanced analytics and
machine learning models to provide member banks with real-time risk insights prior to the transaction.
Members share payment data including amount, date/time, payee/payer account numbers (hashed)
and bank codes (e.g. sort code, SWIFT code). This data is then augmented with thousands of data points
that BioCatch collects and manufactures on behalf of each client. From these elements, BioCatch then
delivers signals to members that include risk scores, risk factors, aggregated variables and other meta-
data. These signals are then used by the members to make more accurate decisions to detect and
prevent fraud, scams and mules. By design, BioCatch also does not know the identity of clients of the
member banks and only the members banks know the individuals connected to the signals that the
network provides.

Malaysia NFP, powered by FNA ‘Money Trails’, leverages network-based Al models to detect potentially
fraudulent or mule-linked accounts based on relationships and behavioural patterns beyond what
individual institutions observe.

NPCI ‘Enterprise Fraud Risk Management’ developed an in-house solution as for banks participating in
the national instant-payment network. NPCI ‘Enterprise Fraud Risk Management’ generates risk scores
by applying centralised Al and machine learning models to data submitted by banks. These scores are
shared with banks, who can use them to enhance their own fraud detection systems.
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Identification of matches

Centralised analysis of data may also be conducted on an ongoing basis to detect new matches between a
participant’s customer base and a reported fraud or an ongoing investigation.

Examples of platforms proactively identifying matches in membership data

Veradat (Mexico) alerts are received in real time, each time a bank’s client is added to another
institution’s watchlist.

The Nasdaq Verafin ‘FRAMLxchange’ is an information-sharing network operating under the 314(b)
“safe harbor” in the U.S. that enables financial institutions to collaborate in real time, share risk insights
and identify risky entities across institutions. Within FRAMLxchange, a proactive ‘Related Entity” alert
is generated when analysis identifies that a current customer of a financial institution has had an
adverse incident of specified types of financial crime at other institutions within the FRAMLxchange
network in the last 120 days, provided the institution is a FRAMLxchange member.

Aggregate statistics of member reporting and development of trend reports

Several platforms conduct centralised analysis to monitor performance (see Section V for details on metrics),
identify industry trends or generate dashboards (see Figure 4 below).

Figure 4 — Example of dashboard generated by the Global Signal Exchange for a given domain
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The development of trends and typologies is a feature of a large number of fraud-risk information-sharing
platforms. FS-ISAC, for example, indicated that their analysts use the intelligence provided by members and,
after enriching the data, provide members with insights on trends and typologies.

Support to platform participants’ individual analysis

In addition — or as alternative — to centralised analysis, multiple platforms described tools or services
designed to help participants in making effective bi-lateral exchanges with other members. In these cases,
the platform supported their members in those exchanges to contribute additional data available from a
platform perspective or link analysis tools.

41



Examples of platform support to enhance individual members’ exchanges or analysis

The CDA indicated that an analyst is ‘tasked to monitor the data exchange and add value where
possible.’

Cifas members have access to the Cifas portal, which includes a specific network analysis tool
(‘Caselink’) that helps them identify connections between cases of fraudulent conduct within the
National Fraud Database. It allows users to see wider connections between cases, by linking them based
on shared individuals, documents, or other relevant information.

Nasdaq - Joint Investigations Link Chart Tool provides a visualization of the relationships between
entities to aid in investigations. Link charts are accessible across the application via customer profiles,
alerts, and cases.

The Lithuanian AMLC is designed to contribute to national fraud prevention efforts by enabling
structured cooperation and information exchange between public and private sector members of the
AMLC.

The use of Privacy-Enhancing Technologies (PETs)

While nearly all platforms reported using encryption to ensure the safety of data in transit and at rest, a
small number of platforms reported using PETs (encryption at the stage of analysis). As we described in the
FFIS paper ‘Case studies of the use of privacy preserving analysis to tackle financial crime’:

“PETs refer to specialist cryptographical capabilities that allow for computations to take place on
underlying data, without the data owner necessarily divulging that underlying data. The same
technology can ensure that the data owner does not have visibility over the search query, with the
query and the results remaining encrypted (or not disclosed) and only visible to the requester.

While encryption for data while at-rest (in storage) or data while in-transit (during communication)
may be familiar concepts for many, PETs offer capabilities for encryption for data in-use (the ability
to process computations without having access to the raw data). These techniques enable data
owners or data stewards to provide processors (or, in this case, ‘platforms’) with an opportunity to
undertake limited computations and to provide guarantees that the platform will not have access to
raw data.

This provides a number of benefits in that the data owner can cooperate with the processor in
situations where: the data owner does not have authority to release the underlying data to the
processor; the data owner does not trust the data processor with the full underlying data; and the
data owner can have confidence that if the data processor were subject to a data breach, then their
underlying data would not be compromised.

There are various forms of PETs, including the following: (Partial, Somewhat or Full) Homomorphic
Encryption (HE); Secure Multi Party Computation (SMPC); Trusted Execution Environments (TEE); Zero
Knowledge Proofs (ZKP); Federated Learning” *°

2> Maxwell, N (2020) ‘Innovation and discussion paper: Case studies of the use of privacy preserving analysis to tackle financial crime’ Future of
Financial Intelligence Sharing (FFIS) research programme (For more details on the differences between these individual PET techniques, please see
Annex A of this reference).
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Roseman Labs ‘Multi-Party Computation’ Fraud IBAN and Money Mule Detection initiative

Roseman Labs is a leading provider of Multi-Party Computation (MPC) services designed to enable
parties to share insights without disclosing underlying data. This solution works through data being
encrypted at source and analysis conducted on the encrypted data, enabling participants to be aware
of a match against a watchlist in the community without participants disclosing their full watchlist or
underlying account data. Only agreed insights are able to be shared within certifiable restrictions.

Roseman Labs are supporting three large European banks, with a combined customer base of over 80m
customers. These banks are implementing an information-sharing partnership for suspected and
confirmed fraudulent accounts to enable broader fraud detection and prevention across the network.
In this current pre-production MVP project, several use-cases are being tested including: a ‘warning
function’ for (i) screening payments against (federated) IBAN account watchlist information from the
participating financial institutions; and (2) screening of (new or existing) customer information against
personal data related to fraudulent IBANs to identify wider networks of money mule accounts.

The underlying Roseman Labs MPC solution has been subject to a code audit by the Software
Improvement Group & National Cyber Security Center of the Netherlands and has been certified by the
Dutch Intelligence and Security Service.

Examples of PETs under review for collaborative anti-scam efforts through Swift
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As an example of different types of PETs and how they can be applied in practice, we set out below
how Swift is exploring the following privacy-enhancing technologies:

1. Federated learning: a machine learning technique that enables multiple organisations or devices to
collaboratively train a shared Al model without exchanging raw data. Instead of centralising data, each
participant trains the model locally and shares only the learned parameters (like weights), which are
then aggregated to improve the global model. This approach preserves data privacy, reduces
compliance risks, and supports secure collaboration across entities.

2. Confidential computing and attestation: Confidential computing ensures that data remains
encrypted even while being processed by isolating it within secure hardware environments called
Trusted Execution Environments (TEEs), while attestation verifies the integrity and trustworthiness of
these environments before any sensitive operations or data exchanges occur. In the proposed
architecture, all federated learning clients (managed by each financial institution in the collaboration)
and the federated learning server (managed centrally) are hosted in Trusted Execution Environments.

3. Fully or partially homomorphic encryption: Fully homomorphic encryption (FHE) or partially
homomorphic encryption (PHE) are privacy-enhancing cryptographic techniques that allows
computations to be performed directly on encrypted data—such as adding or multiplying encrypted
values—without ever needing to decrypt them, thereby preserving confidentiality throughout the
entire data lifecycle.

4. Differential privacy: Differential privacy is a mathematically rigorous privacy technique that ensures
the output of a data analysis remains virtually unchanged whether or not any single individual's data is
included, thereby protecting personal information by design through the addition of statistical noise.
In the proposed architecture, differential privacy is proposed to further protect the model during
training and inference from leaking any originating training data.



E. Approaches to output dissemination

Key questions for dissemination include not only who receives information, but also when. Timely delivery
to the right recipients ensures that intelligence can be acted upon before fraud losses occur or escalate. The
way in which outputs are disseminated relate to the platform’s information-sharing capabilities and
objectives. Based on submissions received in this study, approaches to output dissemination take into
account the sensitivity of the information, the intended operational use, legal and regulatory constraints and
technical capacity. This section examines the different models reported by survey respondents for controlling
access to outputs and determining the frequency of their release. It does not address the question of data
access within a given institution (i.e. Role-Based Access Controls (RBAC)).

We highlight below characteristics of a number of different approaches to dissemination, including with
regard to: flexible distribution to other members based on the originator’s preferences; access for all
members; restricted disseminations and sharing with non-members. We also note different approaches in
terms of the frequency in the information sharing and disclosures below.

Flexible distribution to other members based on the originator’s preferences

Several respondents indicated that they provide multiple communication channels and provide options to
the sender in terms of how it is disseminated and who receives the information, typically varying in relation
to the different levels of sensitivity of the communication.

Examples of distribution based on the originator’s preferences

The CDA platform allows for real time sharing of fraud TTPs, and indicators of compromise (I0OCs).
However, if data is sensitive and one of the 16 members does not wish to share to all members they
can share via the CDA utilising a Data Protection Act (DPA) Sharing document and this is sent to one or
more recipients.

In the GSE platform, providers of risk signals have optionality in terms of distribution. Openly shared
data is visible to all participants. Alternatively, participants can decide to share with smaller groups, or
just 1:1. Some participants share data only with GSE for the purposes of analysis, and league tables /
leaderboards.

Access for all members

Certain platforms make the information available to all participants, either by maintaining a central database
that can be accessed by participants or by disseminating fraud alerts to all participants. These platforms often
develop data governance features which ensure reciprocity in information sharing to ensure that both
contribution and use is balanced across the membership.

Examples of platform outputs being made available to all platform members

In the Malaysia NFP platform, mule data is accessible to all members and is shared regularly through
updated list of accounts and ID numbers that have been classified as mule accounts, based on industry-
agreed criteria.
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In the American Bankers Association ‘FIX’ pilot, all bank participant members in the initiative will be
able to see the data submitted by participants regarding accounts or transactions linked to fraud.

Multiple payment systems or regulators have developed similar databases of known fraudsters or
compromised accounts. For example, the Central Bank of Brazil operates an anti-fraud database for the
instant payment system Pix. Under this system, Pix participants are ‘required to flag fraudulent users in the
database, and the information is shared with all participants, to feed the anti-fraud engines of PSPs.’2®
Similarly, the Bank of Thailand, in collaboration with the Thai Bankers’ Association, launched a Central Fraud
Register (CFR) in 2024 to allow the banking industry to share information on individual depositors linked to
mule accounts.?’

Restricted disseminations

In other cases, operational data is only shared with those participants who are directly affected by a given
incident. Restricting access has been the standard practice for platforms supporting bilateral
communications or joint investigations, where only institutions involved or exposed in a given case have
access to the data shared.

Examples of restricted or targeted disseminations through the platform

(messaging and joint investigations)

In the Nasdaq - Joint Investigations solution, data related to that specific investigation is available only
to the user group of investigators for that case.

Messages sent via Salv Bridge are accessible only to their intended recipients. Every message is
encrypted locally and can only be decrypted by the recipient.

In addition to investigative platforms, targeted sharing is also typical for other capabilities. For example,
platforms supporting real-time tracing of fraud proceeds make data on exposure incidents available only to
those financial institutions whose customers are involved in the payment chain.

Examples of restricted or targeted disseminations through the platform (tracing capabilities)

Malaysia NFP incident Case Data is accessible when the institution’s customer is identified as a victim
in a reported fraud case. Case Data is provided when the institution’s accounts are involved or
associated with a victim incident (e.g. as a recipient or intermediary account).

Mastercard TRACE UK members receive intelligence pertaining to the downstream money laundering
that takes place after the submitted initial transaction. All participating entities that are affected are
notified.

26 EPC (30 May 2024) ‘Pix: the latest updates on Brazil’s leading instant payment scheme’. https://www.europeanpaymentscouncil.eu/news-
insights/insight/pix-latest-updates-brazils-leading-instant-payment-scheme

27 The Bangkok Post (2 September 2024) ‘Banks share data with Bank of Thailand to combat fraudulent mule accounts’
https://www.bangkokpost.com/business/general/2858127/banks-share-data-with-bank-of-thailand-to-combat-fraudulent-mule-accounts
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Beacon Network participating virtual asset service providers receive an alert when tagged or
propagated addresses send a transaction to their platform. Alerts include contextual info (flag
narrative, crime type, flagging law enforcement agency, investigative intent (for example law
enforcement seizure). The system operates cross-chain so a flag on one chain triggers alerts on another
if funds are bridged. Traditional finance recipients of flagged funds can also be alerted if they are part
of the Beacon Network.

Encryption techniques can enable queries or alerts to be accessible only to recipients who have a match in
their data relevant to the query or alert. This can enable restricted distributions even in the case where the
sender does not initially know who has relevant data and who the query should be directed to or restricted
to. In the case of encrypted queries, a participant may seek information about a certain subject, but only
institutions with relevant information about the subject will be able to decrypt the query and respond. In the
case of alerts, participants will be notified only in the cases where they have a match to the alert. Such use
of encryption was recommended by the European Banking Authority for the implementation of an EU-wide
platform for information sharing under Article 83 of the proposed Payment Systems Regulation:

“In particular, consideration could be given to specifying that suspicious unique identifiers (e.g.,
IBANs) or other personal data should not be shared among PSPs, but notified by the latter and stored
in the platform as cryptographic hashes. The verification of the match of an incoming personal
identifier of the beneficiary of a given transaction could be done automatically in the platform by
confronting it with the list of hashes already stored, without any exchange of personal information
among PSPs and without any treatment of customer personal or sensitive information in clear in the
platform itself.” (Opinion on new types of payment fraud and possible mitigants, European Banking
Authority, 2024)

Examples of privacy preserving matching of member data

Veradat (Mexico) supports members of its platform with privacy preserving alerts for matches for
fraud-risk watchlists and customer reference data. Veradat operates through distributed software
agents deployed inside each institution. This decentralised model allows banks to collaborate securely
while preserving data sovereignty. Client data never leaves the security perimeter of each bank.
Cryptographic signals identify matches without disclosing the identity of the institution generating the
alert, enabling a sector-wide shield against identified fraud risk and creating herd immunity. The
platform is currently being deployed by major Mexican financial institutions as part of broader industry
efforts to enhance collaborative anti-financial crime controls.

For suspicious entity sharing and pooling offboarded customers, Salv Bridge uses a double-blind
cryptographic matching model: a match is only returned when the querying institution already holds
the same identifier. There is no ability to enumerate the pool or run speculative lookups. Raw identity
data is never exposed to other participants.

Sharing with non-members

Due to data protection requirements, operational data is not generally shared with other private-sector
participants who are not members of the platform. However, several platforms reported that cases may be
referred to law enforcement through their platform, at the appropriate stage. One respondent indicated that
sensitive data may be shared with non-members ‘indirectly brokered through the regulator or with explicit
regulatory approval for disclosure.’

46



In addition, non-operational data on trends or typologies are often either shared with other industry
participants or published.

Examples of output dissemination to non-members of the platform

FS-ISAC

e |nsights may be shared manually with non-platform members according to TLP
classification (not Red or Amber). TLP White (public-facing) reports on a variety of topics
are frequently released.

Hong Kong FMLIT

e An annual synopsis is available to the public. The synopsis includes sanitised case studies
and typologies to raise awareness about identified topical risks. Moreover, Hong Kong
FMLIT alerts, which cover specific modus operandi, red flag indicators and related controls,
have been shared with all banks and Stored Value Facility (SVF) licensees in the jurisdiction,
including those that are not Hong Kong FMLIT members.

Malaysia NFP

e General fraud trends and aggregated insights are shared regularly with non-members for
the purpose of enhancing risk awareness, education and ecosystem-wide vigilance, both
domestically and internationally.

Singapore Anti-Scam Centre

e The Singapore Police Force and the Anti-Scam Centre have continuous public education
efforts to encourage the wider community and other stakeholders on emerging scam
tactics so that there is collective vigilance against new and current scam techniques.?®

Frequency

In addition to the four approaches to dissemination of information outlined above, the frequency of
disseminations also varies.

The frequency of dissemination of outputs can vary depending on the type of data, the platform’s purpose
and the technical capacity of members. For example, in a tracing capability, transaction data needs to be
shared in real time to allow for rapid identification and interdiction, but these platforms typically do not also
share ‘know your customer’ data or contextual information. Data points designed for watchlists (e.g. money
mule accounts) are shared in real time in certain cases, or in batch format in others. Several platforms
reported allowing for both real-time and batch transfers to support members with different levels of
technical capacity.

28 See Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-
Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-Cybercrime-Brief-2025.pdf
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V. Assessing effectiveness

Anti-scam collaboration platforms have emerged with the aim of disrupting criminal activity, protecting
victims and reducing losses to financial institutions. This section reviews the metrics used by surveyed
platforms, the outcomes they report and the challenges involved in quantifying impact in the context of fraud
mitigation.

A. Measurement challenges and potential performance metrics

Measuring the effectiveness of anti-scam collaboration platforms is challenging for several reasons:

e Effectiveness assumes a clearly defined objective. Yet, anti-scam platforms may pursue multiple
objectives, including the identification of threats, the reduction in threats, disruption of criminal
groups, the recovery of assets and/or the prevention of new fraud cases, etc.

e Where the focus is on prevention, assessing effectiveness requires estimating outcomes that did not
occur. Such estimates depend on assumptions that may be difficult to validate and require expert
judgment, which can affect the comparability of estimates.

e Asin other areas of financial crime, accurate data on fraud levels is difficult to obtain, due to under-
reporting, under-detection and variations in terminology.

e Outcomes may be tracked by individual platform participants, but not consolidated centrally or
known to the platform.

e Many platforms were established recently, limiting the availability of historic data.

e Where a decrease in fraud levels is observed following the adoption of multiple interventions,
isolating the contribution of a single intervention is challenging.

Notwithstanding these challenges, surveyed platforms reported multiple metrics that they track to assess
performance. As summarised below, these metrics can be grouped into three categories:

Operational process Metrics related to platform usage and outputs
metrics (outputs) ‘Does the platform operate as intended?’

Metrics related to results at the case level

Outcome metrics .
‘What has the platform achieved across all cases?’

Metrics related to high-level results

Impact metrics
P ‘How has the platform affected overall fraud levels?’

e Approximately 20% of platforms surveyed track only operational metrics at this stage, though some
indicated plans to add outcome metrics;

e Approximately 50% of platforms track outcome metrics (usually in combination with operational
metrics);

e Approximately 25% of platforms track or are developing impact metrics;

e The remaining platforms did not report performance metrics.
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While the focus of this sub-section is on quantitative metrics, certain platforms also reported results in
qualitative terms (see next sub-section ‘Reported Results’). What follows is a more detailed analysis of the
survey results with regard to the different categories of performance metrics that platforms reported.

Operational process metrics (measuring usage and outputs)

The primary purpose of operational process metrics is to help the platform operator understand whether
and how participants are using it. This can help improve the platform, for example if a certain component is
under-utilised or not meeting service level agreements. In the absence of outcome metrics, operational
process metrics (and any trends) may also be used as a proxy indicator for threats and, to some degree, the
platform’s effectiveness. However, this approach should be used with caution, considering that outputs (for
example, alerts raised) may not always translate into outcomes (for example, fraudulent accounts detected
and closed).

Examples of operational metrics cited by surveyed platforms

AFCX primarily measures performance and impact in relation to its case management and messaging
capability. AFCX measures case management performance of its reporting entities with reference to
service level agreements — the time to acknowledge receipt of a case, average time to start a case and
average number of days to resolve a case. AFCX also measures the total number of case ‘tickets’ issued
over time, the total value of issued tickets, and the total recovered value. AFCX tracks impact via growth
metrics such as total number of catalogues, total number of records uploaded and downloaded and
total number of DX (data exchange) members. To maintain confidentiality, AFCX does not have direct
visibility of member algorithms in financial crime engines which utilise the data from its DX catalogues.

Malaysia NFP monitors overall platform performance such as turnaround times, case backlog, and data
quality indicators.

GSE reports that their platform signal library grew over a 12 month initial period from 40 million to over
1bn fraud-risk signals.

Salv Bridge records the following operational process metrics:

e Amount of transactions reported;

e Number of fraud investigations created and concluded;
e True positive rate for concluded investigations;

e Number of cross-border investigations;

e |nvestigation response time; and

e Investigation resolution time.

Synectics Solutions National SIRA measures impact through a series of metrics including referral rates
(applications that have hit a fraud rule within the SIRA orchestration platform), worked rates (those
that then go on to be manually reviewed) and adverse rates (those that are subsequently identified as
suspect or confirmed as fraud).
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Operational process metrics can also indicate the extent of preventative activity, including by measuring the
communication delivered to would-be or at-risk victims to mitigate their vulnerability to scam attacks
(however, outcome metrics would be required to understand how those at-risk victims responded to the
communication).

Example of operational preventative communication to at-risk victims

The Singapore Anti-Scam Centre have developed the use of robotic process automation (RPA) to
facilitate volume analysis. Accounts linked to scams are sent to bank members through RPA, allowing
banks to trawl through their systems to identify potential victims that may have transferred monies
into these accounts. The information is fed back into the Singapore Anti-Scam Centre, where RPA is
further used to automatically process the information to notify these potential victims to help stop
ongoing scam arrangements and encourage police reports to be lodged. In 18 operations between 2023
and 2025, over 110,000 victims have been detected and SGD$836m has been safeguarded.

Operational outcome metrics

Unlike operational process metrics, outcome metrics aim to assess whether a platform delivers results as a
near-term outcome of the usage and output of the platform, in line with the objectives of the platform.

Examples of outcome metrics cited by surveyed platforms

The Singapore Anti-Scam Centre tracks various data points (relating to outcomes) including, but not
limited to: (1) number of bank accounts frozen; (2) total scam losses reported to the police; and (3) the
amount of suspect funds seized/recovered.

Nasdaq Verafin’s ‘Joint Investigations’ capability puts emphasis on measuring the impact in terms of
the number of cases related to criminal activity that are investigated by law enforcement and lead to
successful prosecutions

Salv Bridge records the amount of funds recovered after a fraud attack as an outcome metric.

As a novel approach to outcome metrics, Malaysia NFP generates and publishes a performance leaderboard
for victim and mule ‘market share’ analysis. This leaderboard captures aggregated insights on the distribution
of reported victims and mule accounts by institution to inform risk ownership and drive accountability.
Similarly, the GSE indicated that it publishes leaderboards to make more transparent ‘which registries,
registrars and hosters are able to keep cybercriminals from their platforms and which ones need help.” In
the UK, the Payment System Regulator (PSR) publishes annual tables of the best and worst performing firms
in terms of APP fraud. The leaderboard indicates, for each firm participating in the UK’s Faster Payment
System, the volume of fraudulent transactions originating from the firm, the volume sent to the firm and the
amount reimbursed to victims.?

29 payment System Regulator (July 2024) ‘APP fraud performance data’. https://www.psr.org.uk/information-for-consumers/app-fraud-
performance-data/
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Outcome metrics can be challenging for platforms to collect due to the disperse nature of the value of
outputs and the lack reporting back to the platform of disruption outcomes. This is a particular challenge
when it comes to cross-sector interaction.

Example of dissemination of telephone numbers associated with fraud to support ‘eco-system’ wide

account takedowns

In the Stop Scams UK platform, a telecoms company shared approximately 2.7 million SIM numbers
that they had blocked due to suspicious activity that has breached their terms and conditions of use.
The numbers were shared via Stop Scams UK with a number of global tech platforms, a number of UK
financial institutions and a number of UK telecoms providers.

Those organisations receiving the telephone number data use it as a signifier to investigate their own
data—i.e. does it match, is there any abnormal behaviour, should they take any action, is there anything
they can learn from the data to improve their own detection systems.

The result is the ecosystem takedown of accounts registered using these numbers as verification in the
account application process, including the following type of outcomes:

e blocking or taking accounts down;

e additional verification queries;

e additional monitoring;

e warnings; and/or

e investigating further numbers or accounts through networks/affiliates.

Threat impact metrics

While operational outcome metrics give an indication of the outcome of the usage and output of the
platform, several respondents suggested that such metrics may not be sufficient and should be
complemented by metrics tracking impact (including reduction of fraud levels affecting members or
assessments of the detrimental impact against fraud groups).

The case study box below identifies examples of impact metrics cited by respondents. Impact metrics are a
challenging topic for research and this is an emerging and developing field where anti-scam partnerships
may benefit from sharing insights and experiences.

Examples of impact metrics cited by surveyed platforms

The Singapore Anti-Scam Centre tracks the amount of losses prevented to assess the relevance of
upstream prevention measures in the space of combatting scams. The Singapore Police Force publishes
an annual brief on scams and cybercrime, where it provides updates on relevant enforcement metrics
and details mitigation and enforcement measures across the whole of government.*°

30 Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-
Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-Cybercrime-Brief-2025.pdf
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Cifas in the UK collects statistical information about cases filed to the database where a fraud was
prevented through the use of another member’s previously submitted data and the value of the fraud
prevented is measured. For example, Member A matches on Member B data of a confirmed fraud at
the point of Member A screening a new customer for a credit facility or contract. Member A uses this
information alongside other risk data and refuses the product. The value of the financial product which
(but for the data matching) would have potentially been lost to a new fraud is measured as the value
of fraud prevented.

Synectics Solutions National SIRA consortium measures the prevented fraud losses of its 180+ members
by product over time. Additional metrics tracked include fraud typology volumes by region by sector
along with granular attribution such as victim status, amongst others.

Nasdaq Verafin’s ‘Joint Investigations’ capability puts emphasis on measuring the impact in terms of
the number of cases related to criminal activity that are investigated by law enforcement and support
successful prosecutions.

American Bankers Association highlighted their intent for the focus for information-sharing
performance to move from forensic analysis to prevention, enabling real time sharing of information
that allows prevention of the scam and fraud in the first place. The FIX initiative is exploring how
intelligence can interrupt the criminal’s engagement with their target or enable a financial institution
to put additional friction into a transaction and allow for investigation prior to sending the funds so that
they are not lost to fraudsters in the first place.

B. Reported Results

This section lists the value of outcome and impact metrics reported by platforms, as well as qualitative
descriptions of platforms’ contribution to anti-fraud efforts.

The results reported below are subject to the following caveats:
e Different platforms may use different methods to generate metrics that have the same or similar-
sounding name.

e Objectives, capabilities and resources vary from one platform to another, meaning that results
cannot be compared one-to-one.

e All results are self-reported. FFIS sought clarification on the method used to compute metrics
where appropriate, but did not have access to the underlying data.

Results reported by surveyed platforms

The ‘Joint Investigations by Group of Major U.S. Financial Institutions under 314(b)’ initiative tracks the
identification of new suspicious entities through the joint investigations. On average, for every subject
of interest shared by law enforcement agencies through this model, more than 4 additional subjects
of interest (previously unknown to law enforcement and participating financial institutions) are
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identified. Since 2015, this model has identified thousands of new subjects of interest to law
enforcement and directly contributed to significant charges, convictions, sentences, asset seizures,
forfeitures and sanctions.

In a single case, Beacon Network real-time alerts enabled the freezing of approximately USD$34m
when suspect funds were detected crossing a virtual asset bridge, allowing law enforcement to restrain
the assets before they could be dispersed. In November 2025, Beacon Network members and
Wolfsberg Group financial institutions conducted a 48-hour operational sprint targeting investment
fraud scam networks. The exercise brought together virtual asset exchanges, multinational banks, and
US law enforcement — resulting in over USDS$8m frozen across scam-linked addresses. The cross-
sector relationships forged during the sprint subsequently contributed to a USDS30m disruption, cited
by the Wolfsberg Group at a UN ECOSOC side event as an example of effective private-to-private fraud-
risk information sharing. In April 2026, Beacon alerts enabled the blocking of approximately $3 million
in stolen assets as they were being bridged through a DeFi protocol during a major exploit —
demonstrating the network's reach into decentralized infrastructure.

In the ‘Annual Scams and Cybercrime Brief: 2025’, the Singapore Police Force identify that both the
total number of scam cases fell by 27.6% to 37,308 scam cases in 2025, from 51,501 cases in 2024; and
losses from scams also fell, by 17.9% to about SGDS913.1m in 2025, from about SGD$1,112.4m in
2024. This overall improvement in the law enforcement metrics related to the threat indicate that the
‘whole of government’ response in Singapore to fraud, scams and cybercrime — including information
sharing through the Anti-Scam Centre — are having a positive impact. In 2025, the Singapore Anti-Scam
Command successfully recovered about SGDS140.5m of scam losses, which included over
SGDS$117.7m in fiat currencies and over SGD$22.8m in cryptocurrency. Additionally, through proactive
interventions with victims at various stages of being scammed, Singapore Anti-Scam Command and its
partners helped victims avert at least SGD$348m in potential losses.

In terms of proactive interventions with potential scam victims, the Singapore Anti-Scam Centre
supports the Singapore Anti-Scam Command in upstream interventions to identify and alert victims.
Through the ‘Automation of Scam-fighting Tactics & Reaching Out’, also known as Project A.S.T.R.O.,
the Anti-Scam Command works with major banks in automating information-sharing, information-
processing and mass distribution of SMS alerts to scam victims. Many of these victims only realise that
they have fallen prey to scams after receiving SMS alerts from the police advising them to immediately
cease any further monetary transfers. In 2025, Project A.S.T.R.O. involved six operations, sending over
32,800 SMSes to alert more than 26,000 victims. This proactive victim-centric approach averted over
SGDS267.5m of potential losses.?!

Cifas data indicates that, in 2025, the use of Cifas data-sharing products and services have saved
members £2.4bn.*2

Feedzai 1Q reports that performance is dependent on institution size and geography but identified
performance benefits include a 27% improvement in payment acceptance rates with a 5% boost to
existing fraud detection levels.

31 Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-
Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-Cybercrime-Brief-2025.pdf.
32 Cifas (2026) ‘Fraudscape 2026’ - https://www.fraudscape.co.uk/
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The AMLC (Lithuania) collects and analyses data from financial institutions on the scale of attempted
fraud, losses incurred and funds recovered or blocked. The data shows a marked improvement in
prevention outcomes:

Year Attempted Fraud Actual Losses Recovered/Blocked = Effectiveness Rate
2022 EUR 15.1 mn EUR 10.2 mn EUR 5.0 mn 33%
2023 EUR 19.3 mn EUR 11.4 mn EUR 8.0 mn 41%
2024 EUR 35.0 mn EUR 17.4 mn EUR 17.6 mn 50%+
2025 EUR 58.8 mn EUR 19.1 mn EUR 39.7 mn 68%

Hong Kong FMLIT reports the following performance metrics from 2017 to 2024.

e Number of newly discovered suspicious accounts: 41,715 accounts
e Amount of asset restrained or confiscated: HKD1,800 mn

e Number of prosecutions: 66 prosecutions involving 195 defendants

Nasdaq Verafin’s ‘Payments Fraud’ solution reports that a proof of concept with a Tier 1 US bank
delivered a 25% reduction in false positives and a 250% improvement in wire fraud detection by value.

The NASC Australia worked with other government bodies targeting scams to prevent duplication and
enable de-confliction. This includes the malicious website take down service via provider Netcraft
where about 20 URLs are taken down per day for investment, online shopping and other phishing
activities.

Malaysia NFP metrics reflect its role in supporting fraud detection, incident response and ecosystem-
wide mitigation. For the period 1 April to 31 December 2024, the following key results were recorded:
e Incidents Captured and Traced: ~28,000
e Victim Funds Earmarked for Recovery: ~RM36 mn
e Suspicious Accounts Flagged for Assessment: ~59,000
e Mule Accounts and Identities Identified and Actioned: ~167,000

e Average Turnaround Time for Incident Response [from the incident being reported to the tracing
and freezing of funds until a case is closed and handed off to the relevant law enforcement
authorities]: ~4 hours

Stop Scams UK reports that over 1000 mules have been detected since launch in July 2024. This has
resulted in:

e Scammer time wasted. Stop Scams UK have received over 30,000 reply messages from
scammers across 5,000 conversations.



e Account takedowns (online tech platforms). Stop Scams UK has supported take downs of over
5,000 accounts across several tech platforms following sharing of intelligence from other sectors.

At a level of process metrics, Salv report that 60,000+ intelligence exchanges have been facilitated
across 100+ financial institutions in the EU and UK jurisdictions since 2021. Salv reports that around
50% of reported cases lead to, at least, partial financial loss recovery as a direct result of information
exchange. Financial exposure varies by typology, with approximately 75% of cases falling within
EUR300 to EUR15,000 range and the largest cases exceed EUR100,000 per case. Total losses prevented
since 2021 are approximately €3m. One large Nordic bank increased its recovery rate from 10% to 80%
after deploying Salv Bridge.

Salv have identified that 44% of high-risk entities reported by members in 2025 were later queried by
more than one institution within the same year, confirming that offboarded bad actors systematically
attempt re-entry across the network. The median time between detection of a high-risk entity at the
first institution and attempted re-entry at another institution is approximately 9 days, highlighting the
importance of structured cross-institution alert propagation.

Synectics Solutions report over £9bn of losses prevented in the UK since 2019 through normal business
operations. A proof of concept organised by Pay.UK with Synectics Solutions, Visa and Featurespace
also identified that over £112m in annual losses can be prevented in the UK Faster Payments System
through the use of Al, combined with syndicated and onboarding data, to detect authorised push
payment fraud earlier and reduce losses without adding friction. The pilot identified opportunities to
prevent in the UK faster payments system, with a 5:1 false positive rate and 68% efficiency gain with
98.8% safe approvals.®

The Global Signal Exchange and the UK National Economic Crime Centre report that over 5,000 web
domains and 50,000 accounts were taken down in a 24-hour period after being linked to a scam
network through a pilot cooperation facilitated by the Global Signal Exchange between the UK National
Crime Agency and Google. Further law enforcement international cooperation led to dozens of
criminal referrals in West Africa.

In addition to survey results, the following results were reported by Meta as part of the 2026 ‘Conference of
Partnerships’ and the 2026 ‘Global Fraud Summit’:

As a result of the Meta Fraud Intelligence Reciprocal Exchange (FIRE), ~3,000 Meta account profiles,
groups, and pages linked to a money-mule operation were removed by Meta after the Australian
Financial Crimes Exchange communicated just five Facebook groups trading bank accounts linked to
fraud and scam attacks.

An alleged scam centre was dismantled in Nigeria following a joint operation between the UK National
Crime Agency and Nigerian police in January 2026, with initial intelligence provided by Meta. Police
enquiries identified that this centre was conducting a range of operations including investment fraud,
romance fraud and financially motivated sexual extortion targeting the UK and US.

33 https://www.wearepay.uk/pay-uk-partners-with-visa-synectics-solutions-and-featurespace-on-pioneering-fraud-detection-and-prevention-
initiative/
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VI. Legal and regulatory environment

A. Legal basis for information sharing

Platforms vary as to the nature of the legal basis for their activities.

A large number of the platforms rely on their respective data protection national or federal statute and
regulations as the primary framework for information-sharing initiatives. However, other platforms rely on
explicit provisions authorising or encouraging information sharing for purposes of fraud and/or financial
crime mitigation.

For example, in the U.S., Section 314(b) of the USA PATRIOT Act authorises information sharing for the
purpose of better identifying and reporting potential money laundering or terrorist activities. Information
sharing related to fraud also takes place through Section 314(b). This use of Section 314(b) was strengthened
by FinCEN by guidance released in 2020.3* As such, there is an established practice and public sector guidance
to support fraud-domain information sharing to take place under the legislative basis for anti-money
laundering / countering the financing of terrorism (AML/CFT).

The Malaysian NFP platform operates under provisions within Malaysia’s financial services laws and central
bank policy documents that permit information sharing between qualified institutions for the purposes of
fraud detection, prevention and response.

In the case of public-private partnerships, information may be shared under rules governing law enforcement
powers (for example under Section 20 of Singapore’s Criminal Procedure Code in the case of the Anti-Scam
Centre; or ‘Section 7’ of the 2013 Crime and Courts Act for the UK National Economic Crime Centre).

In the absence of an explicit anti-fraud information sharing in law, other respondents indicated that their
platform operated on the basis of ‘legitimate interest’ under data privacy provisions. The recitals of EU and
UK GDPR, for example, specifically list fraud prevention as a legitimate interest (although necessity and
balancing tests are still required).

Consistent with data protection regulations, respondents have adopted standards governing membership
and data practices. Data protection safeguards depend on the design of any given platform and the scope of
the data shared. Where personal data is shared and stored for preventative purposes rather than in the
context of live cases, additional safeguards are typically needed to ensure appropriate data storage,
correction and management on an ongoing basis.

For example, a platform through which participating institutions share account details indicated that a
separate capability had been developed to request the withdrawal of a record. According to this platform,
‘it is possible that an account that was submitted by an institution and flagged as participating in criminal
activity was an account that had been taken over by criminals or was an unwitting participant. The system
allows institutions to request the submitting institution withdraw the record that identifies the account as
engaging in fraud and the rationale behind the request for withdrawal. This request will be shown to other
participants who can use that information as they analyse how they want to handle transactions sent to that
account.’

This example illustrates the additional challenge of arrangements in which multiple copies of personal data
are stored with multiple participants or platforms. Alternative approaches cited by respondents rely on a
centralised database (which can be queried by participants) or fully distributed storage (where the data
remains with the originator, but is accessible to others).

34 FinCEN (2020) ‘Section 314(b) Fact Sheet’ - https://www.fincen.gov/system/files/shared/314bfactsheet.pdf
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B. Incentives

In addition to providing a basis for information-sharing, legislation has also been used to incentivise fraud
mitigation measures such as the participation in information-sharing initiatives.

Reimbursement schemes have emerged as one of the key regulatory tools to encourage financial institutions,
as well as other stakeholders such as telecommunication companies, to take available measures to protect
consumers not only against unauthorised fraud, but increasingly against other scenarios, including situations
in which:

e Fraudsters manipulate a victim into initiating and/or authorising a payment under false pretences;
and

e Fraudsters impersonate a bank or another trusted entity to trick victims into divulging credentials or
authentication factors that the fraudsters use to authorise fraudulent transactions in real time.

Scenario 1 is often referred to as authorised push payment (APP) fraud. By contrast, Scenario 2 represents a
hybrid type of fraud that is more difficult to classify as authorised or unauthorised. It is different from typical
unauthorised fraud cases in which a transaction is carried out without any knowledge or participation by the
account holder. However, while the account holder authorises the payment, he/she does not specifically
intend to authorise that specific payment, which distinguishes this scenario from other cases of APP fraud.

The introduction of mandatory or voluntary reimbursement schemes relates to the incentives for engaging
in information-sharing platforms, with approximately 70% of survey respondents identifying a legal liability
for fraud losses as one of the incentives that drives for private sector entities to tackle fraud (Figure 5).
However, out of the group of platforms covered in this survey, ‘reputational risk’ and ‘a commercial concern
for fraud losses’ were the two most frequently cited incentives driving private sector member engagement
in the platform.

Figure 5 — Responses to survey question 22 ‘In your opinion, what drives the incentives for your members to
engage in a data sharing platform for fraud and scam risk?’ (32 respondents, multiple choice)

Reputationalrisk

A commercialconcern for
fraud losses

Alegalliability for fraud
losses

An anti-money laundering
regulatory expectation

Other incentive
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Reimbursement schemes have been introduced or are under consideration in several jurisdictions, either
through legislation or through voluntary industry codes.

The table below compares three different reimbursement schemes, which vary in scope and implementation

parameters.

Table 13 — Comparison of reimbursement schemes in the UK, Singapore and the EU

Degree and
basis of bank
liability
Institutions

covered

Protected
customer types

Fraud type

Threshold or
claim excess

Maximum

Exceptions

Payment
scheme/PMI rail

Cost bearer

Process for
Claim

Statutory since October 2024

All participants in the Faster
Payments and CHAPS systems

Individuals, microenterprises,
and charities

Authorised fraud

Optional £100 excess (except for
vulnerable consumers)

£85,000 (individual firms may
choose to reimburse more)

Where the consumer has acted
fraudulently or with gross
negligence

Payments via Faster Payments or
CHAPS from one UK bank
account to another

50:50 split between sending and
receiving firms

Sending firm should issue
reimbursement within 5 business
days

[ O3
]

Singapore

Regulatory expectations
published in guidelines in place
since Dec. 202436

Banks, payment service
providers and mobile network
operators (telcos)

Individuals (see detailed
guidelines for additional
restrictions on account types)

Phishing scams involving
impersonation of a bank,
government entity or legitimate
business (e.g. via SMS)

None

None

Consumer bears cost if financial
institutions (Fl) and telco
companies have met their
respective duties under the
framework

No explicit restrictions

FIs and telco companies. The
framework follows a waterfall
approach where the Fl will bear
the cost if it failed to meet its
duties under the framework,
followed by telco.

Responsible Fl / telco to
complete investigation within 21
days (or 45 for complex cases)

Proposed statutory framework
under PSR & PSD337

PSPs and electronic
communications service providers
(ECSPs)

Individuals

Impersonation fraud (Art. 59)

None

None

First-party fraud or gross
negligence

No explicit restrictions

PSP has primary responsibility but
may invoke the ECSP’s liability in
accordance with national law

PSP to issue reimbursement within
10 business days

35 PSR (2025) ‘Consolidated Policy Statement’. https://www.psr.org.uk/media/rhelv4op/ps25-5-app-scams-reimbursement-consolidated-policy-
statement-may-2025.pdf
36 Monetary Authority of Singapore (2025) ‘Guidelines on a shared responsibility framework’. https://www.mas.gov.sg/-/media/mas-media-
library/regulation/guidelines/pso/guidelines-on-shared-responsibility-framework/guidelines-on-shared-responsibility-framework.pdf

37 PSR Article 59, see: https://eur-lex.europa.eu/resource.html?uri=cellar:04cc5bd5-196f-11ee-806b-01aa75ed71a1.0001.02/DOC_1&format=PDF
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A key challenge for policy-makers is to create effective regulatory incentives (or liability frameworks) for
private entities that have the effect of encouraging those entities to (i) invest in fraud and scam detection,
disruption and prevention activities (within their own business); and (ii) to engage in information-sharing to
both contribute to, and draw from, a wider eco-system awareness of risk. Typically, part (ii) follows when
there are strong incentives for part (i) and this is also combined with a clear legal and policy for the relevant
fraud risk information sharing (see the ‘menu of options’ proposed in the conclusions of this study).

As set out in the previous table, policy regimes are currently developing in major economies with regard to
part (i), particularly in relation to financial and payment sectors. However, when considering the role of
technology, digital communications and social media business sectors, both parts (i) and (ii) of an effective
incentivisation framework are often less developed. Singapore is a notable exception in this regard. In
addition to the Monetary Authority of Singapore 2025 ‘Guidelines on a shared responsibility framework’
which create a shared liability framework for scam losses between financial entities and telecommunication
companies (described in the table above), Singapore has been an early-mover in developing a regulatory and
law enforcement framework that encourages social media and digital communications companies to tackle
fraud and scams.

The Singapore approach to tackling scams in ‘upstream’ online service provider business sectors

Under the Singapore Online Criminal Harms Act (OCHA), which came into effect in 2024, Singapore
Police Force has the authority to designate online service providers to be subject to a ‘Code of Practice’
and Singapore Police Force can also issue directives to online service providers to disrupt scam content
or scam accounts hosted online.

OCHA ‘Codes of Practice’ require designated online service providers to put in place appropriate
systems, processes or measures to proactively disrupt scams and malicious cyber activities affecting
people in Singapore. The Singapore Police Force regularly reviews the online service providers who
should be designated under OCHA based on four broad categories, the extent and impact of the harm
relating to the specified offence groups; the reach and projected reach in Singapore of the online
service; the designs and nature of the online service; and any other relevant factors.

As an example, TikTok was designated in September 2025 and subject to the Code of Practice for
Online Communication Services, requiring them to facilitate the receipt of reports on scams and/or
malicious cyber activities to Singapore Police Force.

Singapore Police Force report that “online service providers have acted on all directions issued,
generally within a 24-hour timeframe” and further “[t]his represents a significant improvement in the
speed of disrupting criminal activities prior to or during the earlier period of OCHA taking effect. For
example, Telegram, which had previously not responded to requests to disrupt online activities with
criminal nexus, has now acted on all directions issued to them.”32

38 Quotations and content from this case study box is drawn from the report: Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime
Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-
Cybercrime-Brief-2025.pdf
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VIl. Barriers to effective collaboration

Figure 6 reflects the most important barriers to effective anti-fraud collaboration, from the perspective of
the surveyed platforms.

Figure 6 — Responses to survey question 23 ‘Please highlight which of the following are priority challenges
for you in terms of affecting, or at risk of affecting, the effectiveness of anti-scam and anti-fraud efforts
within your platform. (33 responses, multiple choice)

Increased speed and diversity of domestic and cross-border
payments

Lack of cross-border information sharing

Data protection restrictions or Al governance restrictions

Lack of cross-sector cooperation in tackling threats, incl. social
media and tech companies

Lack of engagement from platform members to contribute data
to the platform

Lack of a clear incentive or liability for private sector entities to
tackle fraud

Lack of consumer education and awareness

Lack of disruptive or law enforcement action against
international scam threats

Other challenge

Lack of disruptive or law enforcement action against domestic
threats

Lack of data inter-operability between members’ data holdings

Lack of political support to tackle the threats

The top priority challenges based on responses:

® Increased speed and diversity of domestic and cross-border payments (64% of respondents) and the
lack of cross-border information sharing (58%) were the two most commonly cited priority
challenges affecting the effectiveness of the respective fraud-risk information-sharing platform. One
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respondent noted that ‘real-time domestic payments systems are a force multiplier for fraud and
scam syndicates, because they enable movement of funds via multiple hops through mule accounts
faster than tracking and tracing efforts.’

Just under half (48%) of respondents highlighted ‘Data protection restrictions or Al governance
restrictions’ as a priority challenge. One respondent called on relevant authorities to provide more
consistent and unified guidance on the implementation of data protection regulations and cited
recent advice published by the UK’s Information Commissioner’s Office on scams and fraud® as an
example of guidance that enables private sector participants to manage their legal risk profiles.

Lack of cross-sector cooperation in tackling threats (domestically), including social media and
technology companies was the fourth most commonly cited challenge for the effectiveness of fraud-
risk information-sharing platforms. While some of the surveyed platforms include social media and
technology companies, cross-sector cooperation is generally deemed insufficient. One respondent
suggested that it would be beneficial to develop 24/7 networks of contact points for fraud-related
communications across national authorities, the financial sector and technology companies, both
domestically and at the international level.

39 |CO ‘Sharing personal information when preventing detecting and investigating scams and frauds’. https://ico.org.uk/for-organisations/uk-gdpr-
guidance-and-resources/data-sharing/sharing-personal-information-when-preventing-detecting-and-investigating-scams-and-frauds/
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VIII. International cooperation

While the majority of surveyed platforms operate within a single jurisdiction, the cross-border nature of
many fraud and scam schemes means that domestic efforts alone are often insufficient to disrupt criminal
activity.

As a result, the survey also addressed the international component of anti-fraud efforts. This section
highlights key insights from surveyed platforms regarding perceptions the need for international
cooperation, the forms such cooperation has taken to date and the opportunities for scaling it.

A. Importance of international cooperation

Fraud is becoming increasingly international, both in the initiation stage and execution and extraction during
the laundering of proceeds. Accordingly, nearly all surveyed platforms stated that cross-border risk
information sharing is very important or essential (91%) in terms of tackling fraud and scam threats (see
Figure 7).

Figure 7 — Responses to survey question 26 ‘In your opinion, how important is cross-border risk information
sharing in terms of tackling fraud and scam threats?’ (34 respondents)

Not sure
Important
Somewhat important

Notimportant

The results of the survey are consistent with concerns about ‘off-ramping’. In this context, ‘off ramping’
refers to the transfer of fraud proceeds beyond an anti-fraud platform’s visibility.

Example of off-ramping: A victim of APP fraud initiates a bank transfer at the request of a scammer.
The funds are then passed through multiple money mule accounts via the domestic faster payment
system. Depending on the jurisdiction, these payments may be traceable in real-time and can be
recalled. To avoid such traceability, proceeds are ‘off-ramped’ from the visibility of the domestic anti-
fraud information-sharing platform; for example, via conversion into virtual assets, a cash
withdrawal, or a cross-border transfer.

While anti-fraud practitioners often point to the frequency and impact of off-ramping, FFIS interviews with
anti-fraud platforms revealed the challenges of quantifying the scale of international off-ramping, i.e. the
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movement of fraud proceeds out of a given jurisdiction. This is mainly because the required data is
fragmented across multiple institutions or payment networks. For example, one payment system operator
may have data about fraudulent payments conducted through the domestic payment system, but no visibility
over subsequent transactions conducted through international payment rails. Conversely, the operator of
the international payment system has visibility of the cross-border transactions used for off-ramping but may
not have access to the fraud labels developed nationally.

Analysing data reported by its client institutions in the U.S., Nasdaq Verafin compiled and published data on
the destination of attempted wire fraud originating from this subset of financial institutions. As reflected in
Figure 8 and Figure 9, as of Q4 2022, international wire transfers represented approximately 16% of
attempted wire fraud occurrences and approximately 11% of attempted wire fraud value. Based on updated
data shared by Nasdaq Verafin for this research, the ratio of occurrences had decreased to 8.2% as of Q1
2025, whereas the ratio of value had increased to 13.5%. While the sample of institutions may not be
representative of the entire sector, these figures corroborate the notion that, like other forms of financial
crime, fraud typologies have a strong international dimension that requires cross-border collaboration.

Figure 8 — Attempted Wire Fraud Occurrences by Destination Type for Client Institutions of Nasdaq Verafin
Payment Fraud Solution (Q4 2020- Q4 2022)%°
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100%
90%
80%
70%
60%
50%

International

40% m Domestic
30%

20%

10%

0%

2020Q4 2021Q1 2021Q2 2021Q3 2021Q4 2022Q1 2022Q2 2022Q3 202204

40 Verafin (Q2 2023) ‘Quarterly Cloud Insights: Wire Fraud’ - https://verafin.com/wp-content/uploads/2023/06/cloud-insights-report-q2-2023-
verafin-20230626.pdf
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Figure 9 — Attempted Wire Fraud Value by Destination Type for Client Institutions of Nasdaq Verafin
Payment Fraud Solution (Q4 2020- Q4 2022)*
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In addition, Nasdaq Verafin published research on the scale of cross-border illicit financial flows in Europe:*

“Our research estimates that over 5750 billion in illicit funds moved through the financial system and

fraud losses topped 5103 billion in 2023, for Europe alone. Cross-border illicit flows represent more
than a quarter of the region’s total money laundering activity by value — 5194.9 billion, with 558.2
billion in money laundering activity attributed to money mules. Europe’s new regulatory frameworks
for sharing information are providing opportunities for the financial industry to collaborate to disrupt
fraud and money laundering.”

Together with the qualitative assessments shared by respondents regarding the cross-border nature of fraud,
this data confirms the importance of international cooperation in this field.

41 Verafin (Q2 2023) ‘Quarterly Cloud Insights: Wire Fraud’ - https://verafin.com/wp-content/uploads/2023/06/cloud-insights-report-q2-2023-
verafin-20230626.pdf

42 Nasdaq Verafin (March 2025) ‘Financial Crime Insights: Europe’. https://verafin.com/wp-content/uploads/2025/03/European-Financial-Crime-
Report-Nasdag-Verafin-20250328.pdf
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B. Status of international cooperation

While respondents generally agreed on the role of international cooperation in tackling fraud threats, the
survey results show that the current levels of cooperation are not in line with this need (see Figure 10).

Figure 10 — Responses to survey question 25 ‘To what extent does your platform engage in international
cooperation with foreign anti-scam or anti-fraud platforms?’ (31 respondents)
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international cooperation or  through regular dialogue scores and non-personal  personal data with foreign analysis with foreign
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Over 60% of respondents indicated that they had limited to no significant international cooperation or data
sharing with other anti-scam or anti-fraud platforms. This could be partly because, as one respondent noted,
there is no recognised international (public or private) standard setter with clear ownership of information-
sharing protocols or guidelines in the context of fraud.

The most common type of international cooperation reported by respondents was best-practice sharing
through regular dialogue with foreign platforms. A number of pilot programmes have been conducted or are
under way to develop cross-border information sharing using privacy-enhancing technologies to comply with
data protection standards.

In addition, one respondent noted that the recent launch of Interpol Silver notices (for tracing, identifying
and monitoring assets linked to criminal activity) was a positive development and should be further
supported with inter-bank agreements to assist with the prevention of fraud and recovery of funds.

At a law enforcement level, Singapore has led the development of an international cooperation network
between anti-scam centres, formalised as the ‘FRONTIER+ network in October 2024. Initially made up of
anti-scam units of six jurisdictions — Singapore, Hong Kong SAR, Thailand, the Republic of Korea, the Republic
of Maldives and Malaysia — this initiative has been expanded to a total of 13 jurisdictions in 2025, with
Australia, Macao SAR, Canada, Indonesia, Brunei, South Africa and Dubai joining the network in 2025.
Coordinated action across the ‘FRONTIER+" network has led to more than 35,600 money mules interviewed
and 2,100 subjects arrested across all jurisdictions and approximately SGD$28.2m seized from over 36,000
frozen bank accounts.*®

43 Singapore Anti-Scam Centre (2026), 'Annual Scams and Cybercrime Brief: 2025' - https://www.police.gov.sg/-/media/SPF/Media-
Room/Statistics/Annual-Scams-and-Cybercrime-Brief-2025/Annual-Scam-and-Cybercrime-Brief-2025.pdf
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IX. Conclusions and recommendations

This survey of fraud-risk information-sharing platforms demonstrates the variety of different ways in which
fraud detection, prevention and disruption is being supported through private-to-private and public-private
sector information sharing and we present the following recommendations for domestic and international
policy-makers:

Draw from international good practice to enhance domestic capabilities

Platforms vary in their business sector coverage, the involvement of public agencies and what stage of the
fraud attack chain they seek to respond to. Different institutional forms and different objectives correspond
to different data input requirements and different data outputs.

Our survey indicates that no jurisdiction, or global region, has a comprehensive set of capabilities compared
to what is being developed, collectively, across the world. As such, national fraud prevention frameworks
can draw from the examples in this international survey to support a more holistic range of information-
sharing capabilities, considering: the appropriate categories of data; the relevant business sectors or priority
threats; and the required support and engagement from public agencies. See figure 11 for a menu of options
for domestic fraud-risk information sharing.

Develop comprehensive national strategies in line with data protection requirements

Leadership and a joint public and private sector vision is required to ensure that the fraud risks facing a
society are adequately responded to, leveraging the capabilities of the public sector and private sector under
a shared strategic framework and appropriate governance.

National anti-fraud strategies, legislation and regulation must encompass and align with data protection
principles. Public authorities should take an active role in helping set a clear legal and regulatory environment
for effective use of anti-fraud information sharing, including the engagement of data protection authorities
to provide guidance on data governance considerations and appropriate constraints on information sharing.
This same spirit of collaborative development should apply in terms of ensuring that data correction, appeals
and redress frameworks for innocent parties are available and functioning effectively.

Indeed, this survey illuminates how information-sharing capabilities can operate without exchanging
sensitive personal data, either through the use of Privacy Enhancing Technology or by limiting the output
data to remove personal data, but still provide fraud-risk insights or scores.

Engage the full range of relevant business sectors

Different countries currently take different approaches in terms of requiring or incentivising private sector
entities to mitigate fraud losses and there are uneven legal liabilities across different business sectors in the
lifecycle of a fraud attack chain. Policy makers should engage the full range of business sectors that are
exposed to fraud risk in information sharing initiatives. If business sectors or business models are being used
to facilitate fraud attacks on citizens and businesses, then there is a responsibility for those business sectors
to be part of the solution in responding to those threats. Ultimately, public authorities should consider what
level of fraud-risk collaboration should move beyond ‘voluntary’, to being ‘expected’ by supervisors due to
the effectiveness benefits, or — where appropriate — to be legally required as mandatory.

The importance of this agenda will only grow with the further development of Al. Al capabilities can enhance
the velocity, volume and effectiveness of fraud attacks, but — conversely, and crucially — Al can also support
the response to fraud threats. Al model development firms are not currently members of any of the fraud-
risk information-sharing platforms surveyed in this report. Given the relevant risk information that those
entities possess and the use of their technology as a vector of attack, there is a strong argument for the Al
business sector to take more responsibility to contribute to tackling fraud and scams. This report should be
an urgent wake-up call for the Al sector to become more deeply engaged in cross-sector information-sharing
to respond to fraud threats.
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Figure 111 — A menu of options for domestic fraud-risk information sharing

Domestic information-sharing capabilities — Menu of options

In line with overall strategic objectives to enhance detection, disruption and prevention of fraud...

Enable the information-sharing
capabilities:

Collaborative development of
typologies, trends and models

Messaging communication

Consortium analytics and risk
scoring

Joint case investigations
Warning functions (one to
many)

A tracing function to identify
exposure to money
laundering/muling dispersals

Combined transaction
monitoring

Comparisons of ‘Know Your
Customer’ reference data

Considering the appropriate range

of data categories:

Category 1 (Strategic data),
including aggregate statistics on
fraud incidents and mitigation
measures; typologies of
financial crime; models; model
parameters; and risk-scores.

Category 2 data (cyber and
telephony), including user-
device data; telephone
numbers; IP addresses; social
media accounts; and website
addresses.

Category 3 data (virtual asset
domain data)

Category 4 data (traditional/fiat
financial data)

In relation to the relevant private

business sectors:

Banks

Money service businesses and
other payment service
providers

Payment market infrastructure
Virtual Asset Service Providers

Other financial institutions (e.g.
Insurance Companies,
Investments & Securities Firms)

Social media, online dating or
other tech communication firms

Telecommunications firms

Online search / webdomain
registrar firms

Online commerce firms

Al model firms

With adequate support from public sector authorities, including in terms of:

Policy-maker and law enforcement engagement

to leverage the power of private-sector data sharing within an overall public-private strategy that
encompasses: victim reporting and support; law enforcement orders for asset restraint and/or account
freezing; asset recovery; arrests and prosecutions for perpetrators; preventative communication to at-risk

potential victims.

Payment System Regulators / Central Banks

to ensure that payment systems include the appropriate information-sharing and fraud-risk detection and

restraint capabilities.

(Fraud and AML) supervisors

to build clear incentives or obligations for requlated entities to engage in information sharing to protect the
regulated community (and wider society) from the identified risks.

Agencies responsible for public communication

to devise, lead and disseminate citizen awareness campaigns in partnership with industry sectors.

Data protection authorities

to establish a ‘whole of government’ approach to the anti-fraud measures, including with data protection

authorities driving clarity on the appropriate scope of information sharing activity permitted under relevant
laws and supporting innovation with guidance (not just punitive sanctions).
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A call to action for FATF

Beyond the need for good practice sharing between domestic fraud-risk information-sharing platforms, a
key challenge for policy makers emerging from this report is the poor extent of cross-border fraud-risk
information sharing and limited inter-connectivity between fraud-risk information sharing platforms.

As platforms develop around the world, we face a challenge that these centres of insight into fraud-risk may
develop in silos and be disconnected from one another, undermining the opportunity for cross-border
threats to be discovered and negated. Nearly all respondents in this survey considered cross-border risk
information sharing to be very important or essential, but, yet, the vast majority reported either ‘no
significant international cooperation’ or ‘cooperation limited to the sharing of good practices’ with other
platforms.

This needs to change.

There is a need for policy makers and industry leaders to develop more effective cross-border, cross-payment
channel and cross-sector responses to fraud threats.

The survey responses offered insights into the main obstacles for cross-border sharing:

e Legal obstacles: The lack of explicit gateways or guidance creates uncertainty on whether and under
what circumstances personal data can be lawfully shared across borders.

e Operational obstacles: Jurisdictions often use different fraud taxonomies and data formats, creating
friction and inter-operability challenges.

e Political obstacles: As recognised at the Global Fraud Summit, there is currently no international
body overseeing global efforts (public and private) against fraud or driving the required standards to
enhance cross-border cooperation to tackle fraud.

We recommend that the FATF provide the international leadership required to meet this cross-border
challenge, recognising the unique characteristics of fraud as a predicated crime for money laundering. When
considering this predicate, there are distinct legal opportunities to enhance cross-border public-private
partnership (PPP) and private-to-private (P2P) risk information sharing, which deserve specific attention from
the FATF.

However, as an international standard setter, the FATF faces two key hurdles in engaging in this role:

1) First, the FATF will need to be able to adjust its ‘toolbox’ of policy interventions (in particular how
reporting to FIUs operates) to take account of the unique characteristics of fraud and the high-
volume, real-time and outcomes-focused nature of information-sharing to respond to fraud threats.

2) Second, the FATF will need to consider the regulatory perimeter for the full range of business sectors
relevant to fraud risk detection, even when they sit outside of the traditional AML/CFT regulated
sectors.

Despite the hurdles, FATF is the principal international authority that can develop an integrated and multi-
stakeholder policy response that leverages PPP and P2P information sharing for detection, prevention and
disruption objectives and strengthen capabilities for cross-border tracing and asset recovery of fraud
proceeds. Building on previous FATF projects and analysis**, the FATF is well paced to provide global
leadership in responding to the fraud epidemic.

4 Including the FATF (Updated in 2026) ‘Cyber-enabled fraud’ paper. www.fatf-gafi.org/content/fatf-
gafi/en/publications/Methodsandtrends/cyber-enabled-frauddigitalisation-ml-tf-pf-risks.html; the FATF (2022) ‘Partnering in the Fight Against
Financial Crime: Data Protection, Technology and Private Sector Information Sharing’. https://www.fatf-
gafi.org/en/publications/Digitaltransformation/Partnering-in-the-fight-against-financial-crime.html
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We recommend that FATF consider the following 8 key elements in this leadership role:

1. Take on ownership and accountability at the international level for standards development,
implementation and good-practice sharing to enhance cross-border fraud-risk cooperation.

2. Develop clear inter-governmental guidance on the legal basis and appropriate safeguards for
sharing fraud-risk information across borders.

3. Work with national authorities to develop legal safe harbours (from civil liability) for private
sector entities to send, receive, and act on the cross-border fraud-risk information received.

4. Ensure that there is legal authority for relevant private sector entities to restrain funds based on
fraud-risk information received, with enough time for public sector authorities to investigate.

5. Improve channels and clarity for sharing of information between different actors of the payment
chain, including between traditional and virtual payment stakeholders, as well as between national
and international payment market infrastructures.

6. Drive best-practice adoption in terms of inter-sectoral information sharing between financial and
payment services, technology companies, social media, telecommunications and Al model firms.

7. Establish international protocols on key data fields and attributes relevant for cross-border fraud-
risk information sharing, leveraging the 1ISO 20022 payments data schema and learning from the
experiences of national fraud information-sharing initiatives.

8. Facilitate inter-governmental and inter-private sector cooperation to improve data collection on
the scale of international money laundering networks in connection to fraud.

In the near term, FATF can work to ensure that the development of guidance for Recommendation 16
provides greater clarity about what ‘holistic monitoring’ of cross-border fraud risk means in practice; drawing
from national experience set out in this study and including consideration of techniques that do not expose
personal data and can operate at the speed of faster payment systems.

As FFIS has previously set out in our series of policy papers on payment systems*® and the Australian
Payments Network have raised at the G20/FSB level*, financial inclusion, efficiency and safety should be
designed in to payment systems reform processes. Pre-payment risk scoring of sender and recipient accounts
in cross-border payments is feasible, non-obtrusive and can operate at the required speed. Through the
implementation of Recommendation 16, which takes place up to 2030, FATF has a key role to demonstrate
that privacy standards, financial inclusion, payment efficiency and safety (in terms of fraud detection and
prevention) can work together in cross-border payments.

The traditional AML/CFT reporting framework — which can be relatively slow in its timelines, forensic in its
nature (examining historic data) and compliance driven — will not be fit to respond to all scenarios of fraud
threats. FATF can drive greater awareness about the full suite of information-sharing capabilities, outlined in
this survey, and how they should interact with the traditional AML/CFT reporting regimes to FlUs.

While FATF has an important role to build the standards framework for P2P cross-border fraud risk
information sharing, this does not necessarily require FIUs to be part of all information-sharing processes.
The goal should be to allow the private sector to be agile in responding to high-volume and real-time threats
and allow FIUs to focus on high-value intelligence development and law enforcement outcomes.

45 FATF (2025) ‘Updates Standards on Recommendation 16 on Payment Transparency’. https://www.fatf-
gafi.org/en/publications/Fatfrecommendations/update-Recommendation-16-payment-transparency-june-2025.html

46 FFIS (2024) 'The Future of Payment Systems and Economic Crime Detection' A Policy Discussion Series. https://www.future-
fis.com/payments.html

47 Australian Payments Network (2025) “ Safety by Design in Payment Systems’.
https://auspaynet.com.au/sites/default/files/2025-08/Payment%20Safety%20by%20Design%20LRS%20Taskforce%20V1_FINAL%20VERSION.pdf
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With this goal in mind, FATF should consider encouraging a more targeted reporting system that allows FIUs
(including through PPPs) to focus on investigating high-harm criminal networks, but also enables the private
sector (including through P2Ps and PPPs) to leverage preventative information-sharing capabilities and
operate at the scale, speed and agility required. Mindful of the AML/CFT reporting compliance burden, a
focus on fraud can be a catalyst for a clearer understanding of the relative roles of P2P and PPP information
sharing within the AML/CFT reporting regime for fraud risk.

There is no doubt that the scale of the fraud epidemic requires a coordinated international policy response.
The imperative is to enhance the effectiveness of cross-border, cross-payment domain and cross-sector
information sharing in a manner which is proportionate and subject to data governance and accountability
requirements.

FATF has an opportunity to drive this global policy response to fraud, adjusting its approach and toolkit to
take account of the specific opportunities and challenges raised by the fraud threat and learning from the
latest in national practices. Advances in recent decades in the cyber-security community, where a common
taxonomy for threats and a clear basis in international law for sharing risk information has been developed,
should be instructive for how intelligence and fraud-risk signals can be shared to support the integrity of
cross-border payments.*® Multilateral efforts should be supplemented by bilateral engagement between
jurisdictions to develop innovation corridors that can then be expanded and replicated if successful.

Additional priority areas for further research, identified in this project, include:

e What does responsible Al development mean in terms of Al firms contributing towards fraud
prevention and fraud-risk information sharing?

e How can the growing use of anti-fraud Al agents, that engage with scammers to disrupt their
operations and record intelligence on scam networks, be best integrated into fraud-risk information-
sharing platforms?

e How can the legal basis for cross-sector and cross-payment domain fraud risk information sharing be
strengthened and what regulatory obligations on ‘upstream’ technology sectors are required?

e Whatis the appropriate legal and technical model for fraud-risk information-sharing in cross-border
payments; including in terms of relevant ISO20022 data attributes and formats?

e To what extent is there a need for different taxonomies of fraud and scam attacks — developed in
different countries, different business sectors and across individual firms — to be harmonised or
made interoperable?

e What barriers and opportunities are relevant to further utilising privacy enhancing technology to
support anti-fraud collaboration?

e Moving beyond retrospective sharing of recorded incidents of fraud, what challenges and
opportunities are there for fraud risk information-sharing platforms to enable more predictive and
pre-emptive risk analysis?

e What should a strategy for tackling money mules, including the use of law enforcement disruption,
service restrictions and deterrence communication, be developed and what are the trade-offs?

e What are the opportunities and limits of private sector civil action against fraud networks, in the
absence of law enforcement action?

We are grateful to the representatives of fraud-risk information-sharing platforms who contributed to this
survey and to our network of supporters in delivering this research paper. Overall, we intend that this study
provides a baseline for understanding current practice in fraud-risk information sharing and supports an
international effort to build the policy framework that can create a stronger ‘network of networks’.

48 'See Chapter 2 of the FFIS (2025) Policy Discussion Paper ‘A new era of private sector collaboration to fight economic crime' for more detailed
analysis of the parallels with cyber security in terms of creating a legal basis for cross-border fraud risk information sharing.
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